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EXECUTIVE SUMMARY

The Avionics Office of the Space Station Projects Office at Johnson Space Center (JSC) is
working to define and integrate end-to-end requirements for the Space Station Freedom
Program (SSFP) space-ground operations. As part of these efforts, the project office has had
The MITRE Corporation perform assessments and analyses in areas where they had
particular concern. These areas include the changing concepts for test methodologies, the
operation and performance of the communication protocols, end-to-end network
management, and the Master Objects Data Base (MODB). Since the recent restructure of the
space station design, a new software application, the Integrated Station Executive (ISE), has
been established. This application is to act as an executive agent along with the crew and
ground controllers, while replacing (or absorbing) many of the system management functions
that required a home when distributed element management was eliminated.

This document summarizes the current state of the ISE requirements and assesses the
characteristics of the current design. MITRE’s goals in this assessment and analysis is two-
fold: first, identify any internal inconsistencies in either the requirements or in the current
design; and second, to examine the applicability of the Open System Interconnection (OSI)
management standards. Inasmuch as the ISE has been defined as the executive or operations
manager application within the integrated avionics of the space station, special attention is
given to adapting OSI management standards for the specification of the ISE functions.

In examination of the ISE requirements, the primary objective is the clarification of the
purpose and design of the ISE. From the beginning of MITRE’s involvement in this area,
we have recognized that the development community has been hampered by the poor
definition of the ISE requirements and performance characteristics. This problem has been
made worse by the almost continual state of redesign, restructuring, and reestablishing
priorities of the SSFP requirements. Definition of terminology within the program is
constantly changing and the introduction of new terminology has led to further confusion.
This problem is particularly acute in the area of object oriented programming and in the use
of the terminology in the OSI management standards. This document will have served a
very useful purpose to the community, if nothing else is accomplished, if it provides a
reference dictionary of National Aeronautics and Space Administration (NASA) and OSI
terminology in its description of the ISE design.

The technical approach taken in performing the assessment was to assemble the requirements
for the ISE as described in the post-restructure versions of the SSFP design documents.

Then the required ISE functionality was examined to develop a reference architecture to
study the applicability of international standards for open systems to the ISE. This
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architecture shows how the Data Management System (DMS) standard services (STSVs) are
used by the ISE and how they fit into the open systems concept.

The OSI standards are found to be a close match to the needed specifications for the ISE
functions and DMS standard services. The adoption of most clauses of the standards from
the International Organization for Standardization/International Electrotechnical
Commission ISO/IEC 10165 part 1, part 2, and part 4: ISO/IEC 10164 parts 1 through 6; and
committee drafts ISO/IEC 10164 parts 7, 9, 11, 12, and 13 could provide the SSFP with a:
. Consistently defined set of operation management terminology
e  Consistent operations management architecture
. Standard set of formatted messages
. Standard way of interfacing with the:
- Space Station Control Center (SSCC)
—  Payload Operations and Integration Center (POIC)
— International partners (IP)
. Standard way of documenting the:
—  Commands
—  Access controls
-~  Behaviour
—  Aunbutes
—  Testing
—  Telemetry of on-board systems, elements, and payloads.

The contractual adoption of (or at least the establishment of contractor agreements to comply
with) the international standards would help speed the delivery of the SSFP end-items by
dramatically reducing the extent of interface documentation needed among Freedom, the
SSCC, the POIC, and the IP.

The recommendations of the assessment of the ISE are as follows:

NASA should clarify and freeze the ISE requirements -- Modify the requirements to
make them more explicit, rewrite the requirements to add the following basic functions:

. Add requirements for a Command Sequencer, Command Discriminator, and
Scheduler

. Add requirements for a notification and event discriminators
. Add requirements to establish ISE’s performance characteristics

. Add requirements to clarify ISE’s resource management responsibilities
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. Add requirements to clarify ISE’s configuration management responsibilities

. Add requirements to clarify who has management responsibilities for journalizing,
attribute scan list selection, and telemetry object list selection

NASA should accept and enforce the standard definitions of terminology and objects --
To help eliminate the confusion problems related to terminology and definitions:

° Establish and publish a single list of definitions across the entire SSF program
] Adopt as SSFP standards the ISO/IEC International Standards on OSI Management

] Establish a registration authority (configuration management) as soon as possible
for SSFP managed objects and data objects
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SECTION 1

INTRODUCTION

1.1 Background

The National Aeronautics and Space Administration (NASA) Avionics Office of the Space
Station Projects Office at Johnson Space Center (JSC) is working to define and integrate the
end-to-end requirements for the Space Station Freedom Program (SSFP) space-ground
operations. As part of these efforts, The MITRE Corporation performed assessments and
analyses for the program office in the following areas: the evaluation of the changing
concepts for test methodologies, the operation and performance of the adopted
communication protocols, the evaluation of the end-to-end network management, and the
operations concept for the Data Management System (DMS) Master Object Data Base!
(MODB).

Since the recent restructure of the space station design, a new software application, the
Integrated Station Executive (ISE), has been established. This application is to act as an
executive agent along with the crew and ground controllers, while replacing (or absorbing)
many of the system management functions that required a home when distributed system
management was eliminated.

As a natural follow on to MITRE’s current activities, the Avionics Office has asked MITRE
to provide a technical assessment of the requirements and the design of the ISE and its
relationship with the ground control, the crew, and the DMS. As part of this effort, MITRE
will identify and characterize issues related to the ISE implementation and design and
provide technical assessment and recommendations as necessary. This document is a
summary of MITRE’s efforts in this area.

I DMS objects: A DMS data object is an abstract representation of the storage spaces for
attribute values. DMS objects can either be read only or read-write. DMS data objects
do not have any operational management behaviour. The behaviour of on-board
managed objects are part of the hardware characteristics, the environment, and the
associated software application. The behaviour of the managed objects is the result of
changes to the object attribute values, changes to the the environment, and changes to the
behaviour rules of the physical and logical managed objects.



1.2 Purpose of Document

This document provides an analysis of the current state of the ISE requirements and includes
an assessment of the characteristics of the current design. The emphasis in this analysis is
two-fold: first, to identify any inconsistencies in either the requirements or in the current
design; and second, to examine the requirements and the design for the applicability of the
Open System Interconnection (OSI) management standards. Since the ISE has been defined
as the executive or system manager application, special attention is given to the OSI
standards for management functions and the applicability of these standards for fulfilling the
needs of the ISE.

The primary objective of MITRE’s examination of the ISE documentation is to clarify the
purpose, requirements, and design of the ISE. From the beginning of MITRE’s involvement
in this area, we have recognized that the development community has been hampered by the
poor definition of the ISE requirements and performance characteristics. This problem has
been aggravated by the almost continual state of redesign, restructuring, and re-establishing -
priorities of the SSFP requirements. Definition of terminology within the program is
constantly changing, and the introduction of new terminology leads to further confusion.
This problem is particularly acute in the area of the object model and in the use (or misuse)
of the terminology established by the OSI management standards.

This document provides a current system level "snapshot" of the ISE design and how it fits
into the overall station integrated avionics and the command and control structure. Design
decisions for the ISE cannot be made independently from those made for the DMS and its
support functions. Further, the design decisions for the ISE cannot be made independently
from those made for the other on-board system, element, and payload applications. The
details of the relationships between ISE and the applications it manages and the services it
employs must be understood and documented. This document intends to set up a reference
architecture for the ISE to clarify the current ISE design and guide future ISE design
decisions. This reference architecture will attempt to show how well the ISE maps to (or
agrees with ) the OSI management standards and how the DMS STSVs help ISE accomplish
its management functions.

1.3 Technical Approach

A standard systems analysis approach was incorporated in the preparation of this study and
report. The system level documentation was examined and the ISE requirements were
identified and validated. Validation of the requirements was accomplished through intensive
review of needs at all levels of both NASA and the contractor communities. This validation
process is an on-going effort and will continue through the establishment of the level "C"
requirements currently. The currently identified ISE requirements have been further



examined in the context of the DMS support capabilities and in the context of ISE’s role
within the integrated avionics environment. Applicable OSI standards were then researched
to identify their applicability to the ISE requirements. A reference architecture for the ISE
was then established and necessary supporting functions were defined. The proposed ISE
architecture, compliant with OSI standards for systems management, can now be used as a
tool to examine the evolving functional design of ISE.

1.4 Structure of the Document

In section 2 the requirements and functions of the ISE are presented as they exist in the post-
restructure versions of the SSFP design documentation.

Section 3 examines the required ISE functions and performance characteristics and discusses
an architecture for ISE that is compatible with open systems standards for systems
management.

Section 4 provides a detailed presentation of a suite of support functions for the suggested
architecture discussed in section 3.

Section 5 summarizes this document by providing a discussion of the findings,
recommendations, design trades, and risks associated with the ISE, the DMS standard
services, and applications of ISO standards to the management functions.

In all of the above discussions, the document will make use of a consistent set of
terminology based on the usage in the International Organization for Standardization Iso)
literature. Careful attention has been given to make the reader aware of any identified
conflicts between current SSFP terminology usage and the terminology in the standards.
New terminology is introduced from the standards only where necessary or where the SSFP
uses are inconsistent or incomplete.

Appendix A provides a list of the standard definitions and terms used in this report. Itis
strongly recommended that NASA consider this list as a starting point for standardizing
terminology throughout the SSFP.

Appendix B presents a brief tutorial that covers the ISO OSI management standards, the
scope and content of the standard management functions, and their relationship to the ISE
design.

Appendix C presents a brief discussion of ISO/IEC standard models for management service
control (MSC) functions and how they might be applied to meet the ISE requirements.



Appendix D provides an example of the use of the ISO/IEC Guidelines to Define Managed
Objects (GDMO) to collect the information necessary to define and register management
objectsz. This example is applicable to all SSFP managed objects.

Appendix E includes a proposed design for two management support object classes seen as
critical to the design of the ISE. The object classes defined are the Command Sequencer and
the Command Discriminator.

Appendix F proposes a standard set of object attributes and object relationship attributes to
be used by all other on-board ISE managed applications. The use of a standard set of such
attributes will eliminate duplication of effort and minimize confusion between application
developers in designing the interfaces with ISE. This appendix is an expansion of the
standard definitions needed by the SSFP development community.

Appendix G includes a description of the ISO Standard on the log control function and how
it may be applicable to Freedom.

Appendix H includes a description of the ISO committee draft standard on the
summarization function and how it may be applicable to Freedom telemetry object list
management.

2 Managed objects: A managed object is an abstract representation of resources of a
managed system. The management of these resources requires a management view of
the logical and physical identities within the managed system. Managed objects have
behaviour and the managed object behaviour is the result of either changing attribute
values, commanding actions to change the managed process, changing the managed
object's environment, or the behaviour rules associated with the managed object.
Examples of managed objects are systems, elements, payloads, orbital replaceable units,
standard data processors, mass storage units, etc.



SECTION 2

ISE FUNCTIONAL REQUIREMENTS

This section presents a description of the functions partitioned to the ISE as a result of the
activities since the SSFP software restructure scrub. Two reference documents have been
used to compile this picture of the ISE:

o Level A Integrated Flight Software Architecture Requirements Document Section 1
Parts 1 and 2, (NASA, August 15, 1991, [SSP 30555]),

. Contract End Item (CEI) Specification for the Data Management System, vol. 2
Integrated Station Executive, MDSSC, September, 1991[ DR SY-06.1}).

MITRE notes with concern that these two documents represent completely different views of
the ISE requirements. Level A presents high-level, generic ISE capabilities while the CEI
describes distinct flight software functions. As such, the ISE requirements in the two
documents are often inconsistent and traceability from Level A to the CEI is often difficult
and sometimes impossible. To provide a complete picture of the ISE requirements, the
discussion in this section includes descriptions of the ISE functions from both documents’
perspectives. A third document, Software Restructure Scrub - Summary of Results, (Dawson,
Whitelaw, 1991) has also been used to help clarify some of the many issues that remain
vague in the two ISE documents.

2.1 1ISE Level A Functions

The ISE is the station executive which provides the capability for the crew and ground to
perform centralized and real-time integrated command, control, and management of the
Space Station Freedom operations. The ISE will be accessible from any workstation with
the User Support Environment (USE) capability. The ISE functionality is derived from a
combination of application software and operational data and is supplied through the use of
standard DMS data and command services. These data and command services include the
Intermediate Language Executor (ILE)3 and access to the Run-Time Object Database

3 Intermediate Language Executer (ILE): specific use of this DMS service and its existence
in the program are the subject of debate at this time. Level A requirements here must be
considered subject to change. For a detailed description of the ILE and UIL see SSFP
UIL Specification, USE 1001, 15 March 1990.



(RODB). The ISE uses the DMS supplied data networks to provide command and control
connectivity among the on-board applications.

These capabilities allow the ISE to perform real-time and near-real-time management of
station operations requiring coordination among systems and elements. The ISE will be
capable of monitoring and controlling the station’s systems, elements, and payloads during
both manned and unmanned operations and will perform control functions in response to the
flight crew and ground controller commands.

The ISE will issue commands to configure the station equipment and resources by executing
station and system level operational procedures. The ISE provides the capability to execute
predefined stored command sequences as responses to crew or ground commands or as the
result of predefined conditions or events.

The ISE provides a centralized interface for the crew and ground for mode, configuration,
activity, event, and timeline control. The ISE uses the services of both DMS and
Communications & Tracking (C&T) to establish and maintain a communications link with
the SSCC. In support of ground control operations, the ISE will provide audit trails of the
interactions between ISE and applications within the station’s systems, elements and
payloads.

2.1.1 ISE Functional Requirements

The ISE consists of code and supporting data such as executable timelines, procedures,
displays, and other data deemed necessary for reconfiguration operations. The ISE uses this
data to accomplish the requirements of coordinated commanding, the monitoring of
operational status, the control and execution of the on-board short term plan (OSTP), and the
synthesis of Caution and Warning events. In concert, the ISE will provide the following
integrated functions:

. Mode Management

. Configuration Management
Activity Management
Event Management
Timeline

Each of these integrated functions are discussed in the following paragraphs.



21.1.1 Mode Management

The ISE mode management function provides the capability to reconfigure Freedom in
support of its various operational modes. The ISE executes integrated station mode
transition procedures in response to crew or mission controller commands, as scheduled in a
timeline or in response to an event. The integrated mode transition procedures contain
sequences of commands required to establish the new mode’s constraint environment and
may include: precondition checks, commands that set or release interlocks#, command
inhibitsJ, and command enables®, and system configuration information. The ISE executes
the procedures to effect the transition from the current station mode to the commanded
station mode. As part of this station mode transition process, the ISE may command
systems, elements, and payloads to compatible modes and configurations. The ISE will then
enforce the station mode environment by establishing access controls that allow only those
commands that are compatible with the current station mode. The ISE will monitor system,
element, and payload status for compliance with the current station mode and will notify the
crew and ground of mode violations. The crew and the ground will have the capability to
override any ISE established moding constraints. As necessary, the ISE will have the
capability to add or delete station modes.

NASA has defined station modes to provide flexible management of Freedom operations so
that safe interactions between the distributed systems, elements, and payloads can be
maintained. Station modes are characterized by permissions and restrictions imposed upon
all of the station operations. Each mode establishes a framework within which operations,
functions, and activities can be performed during a given time frame. If station operators
desire an operation, function, or activity that is incompatible with the current station mode, a

4 Interlock: a managed object that is an extra hardware or software control used to ensure
additional operational safety. Interlocks provide functionally independent control over a
process or a device that may be hazardous or disruptive. Interlocks have behaviour that
require a two-step command sequence.

5 Command Inhibit: the temporary removal of the ability to receive commands from a
device or software application . An external inhibit blocks the command path to a
device. An inhibit may also be the prohibition of command execution placed on a device
or software application. An internal inhibit prevents the software from executing
commands.

6 Command Enable: providing the authority to the execute commands by a device or an
application.



transition to the appropriate mode or an override by the flight crew or mission controllers is
required.

Seven station modes have been defined. This set of station modes may be redefined,
expanded, or reduced in response to station capabilities or operational objectives. The
current definitions for each of the modes are presented below:

Maneuver mode: the maneuver mode permits operations supporting propulsive
maneuvers except for Proximity operations.

Micro-gravity mode: this mode supports micro-gravity experiments and quiescent
payload operations.

Normal mode: this mode permits operations to support most of the station operations.

Proximity operations mode: this mode allows operations to support the control and
interaction with vehicles within the station Command Control Zone. This mode
also supports docking and berthing.

Safe mode: this mode is dedicated to providing flight crew safety and vehicle integrity.
The intent of this mode is to support recovery from station-level emergency
conditions. All unnecessary operations are terminated and the remaining station
resources are dedicated to providing long-term flight crew life support.

Transfer mode: the transfer mode is oriented toward the transfer of flight crew,
materials, resources, and payloads. This mode shall support EVA, special
maintenance, and assembly operations. It also shall support all vehicle attached
operations.

Unmanned mode: this mode is intended to support primarily assembly sequences and
assumes that a crew is not present on the station. The unmanned mode supports
operations of the station as commanded from the ground or remotely from the
orbiter.

Aside: It is noted that these mode definitions are often overlapping in scope and inconsistent
in content. For example, as they are currently defined by NASA, the station cannot be both
unmanned and in the safe mode. Another example - the station cannot be in the unmanned
mode and in the microgravity mode. It is recommended that the station modes be redefined
not to be exclusive. NASA is currently attempting to refine its position on the mode concept
and its applicability to station design and operations.

2.1.1.2  Configuration Management

The ISE configuration management function provides the capability to reconfigure Freedom
as needed, upon crew or ground command, in response to predefined conditions, or as



contained in the OSTP. The ISE shall also provide for reconfiguration commands for
resource distribution.

2.1.1.3  Activity Management

The ISE activity management function provides for the coordinated commanding of
Freedom components to accomplish mission objectives. When executing an activity, the ISE
may issue commands, including pre-stored program sequences, to systems, elements, and
payloads. The ISE will verify conditions before and after executing an activity and will
provide the capability to display the status of activity execution. The ISE will monitor
specified system, element, and payload status to ensure compatibility with executing
activities. The ISE will allow the crew and the ground the ability to control the activities
(e.g., execute, terminate, suspend, and resume) and will provide the capability for the crew to
select between manual, single step, and automatic control of activity execution.

2.1.1.4  Event Management

The ISE event management function provides for an automated response to predefined
events. The ISE will detect and respond to predefined events involving more than one
system, element, or payload. The ISE will detect events by:

. Receiving event notifications from systems

U] Receiving Caution & Warning messages from systems
. Receiving manually-input event declarations

. Monitoring station configuration and operational status

The ISE will respond to an event by:

. Issuing a predefined integrated sequence of commands to the system that isolates
the failure

o Issuing a command sequence designed to support failure recovery

. Generating C&W messages when specified patterns of system events and/or C&W
messages have been detected

° reporting the event to the crew and ground controllers

2.1.1.5 Timeline Management

The ISE Timeline management function provides management of a coordinated schedule of
activities. The ISE will execute scheduled activities in an integrated environment. The ISE
will provide the capability to display resource availability, consumption, and environmental



parameter disturbances for all activities scheduled on the timeline. The ISE will assess the
timeline for resource rights and privileges conflicts at the request of the crew or mission
controllers. The ISE will have the ability to compute and display projected start and finish
times for scheduled activities. Finally, the ISE will provide the capability to the crew and
ground to add, delete, and modify the timeline of a single scheduled activity in real time.

2.2 ISE CEI Functionality

Since the station software scrub activity, the WP-2 contractor has been directed to modify
the software documentation tree and to document flight software according to the Flight
Software System Requirements (FSSR) data item description (DID). In essence, this new
document combines the previous version of the ISE Contract End Item Specification (CEI),
the various ISE IRDs and ICDs, the ISE SRS, and a number of other contracted documents
into one document. In addition to the combined scope of the ISE FSSR, the document
presents a significantly different view of the ISE requirements than that given in Level A.
The current ISE FSSR, however, only covers requirements through the MTC phase of the
program. The ISE CEI specification has been updated to reflect the FSSR functions, while
covering the requirements through PMC. Therefore, to maintain continuity with the ISE
Level A, the ISE CEI specification was selected to describe the WP-2 vision of the ISE
requirements.

The ISE, a single computer software configuration item (CSCI), is a part of the integrated
avionics system of the Freedom. The ISE performs as the executive software application
and is used by the crew and authorized ground personnel to command, control, and manage
the Space Station Freedom. The ISE is the only on-board application that may send
commands to other on-board applications. Consequently, the ISE plays a key role in the
control of the station systems, elements, and payloads.

The ISE consists of the following principal functions:
. Station Mode Control
. System Control

Secondary Power Control

. Failure Reconfiguration

. Caution and Warning Suppression
. Caution and Warning Synthesis

. Operations Plan Execution Control
e  Rack Control

[ J

Payload Support
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U Japanese Experiment Module (JEM) and Columbus Attached Pressurized Module
(APM) support.

The following paragraphs provide a brief overview of these functions as they are described
in the ISE CEI specification.

2.2.1 Station Mode Control

The ISE performs transitions between station modes. The ISE establishes the environment
defined by the new station mode by commanding inhibits, enables and interlocks that
preclude incompatible operations from being executed. These mechanisms enforce the
environment defined by the station mode. The crew and ground controllers can override
these mechanisms.

In performing a station mode transition, ISE performs a set of tasks that control the mode
transition. The set of tasks performed by ISE include:

Receiving the command to transition to the new station mode
Verifying a predefined set of initial condition checks

Establishing a station-wide set of interlocks and inhibits
Commanding systems to modes or configurations for target modes
Performing a predefined set of post-condition checks

Notifying crew and ground of completion of the transition

The ISE enforces the station mode by inhibiting those commands that are incompatible with
the current station mode. In controlling systems, the ISE shall only transition systems to
modes compatible with the active mode, unless overridden by the crew or the ground. The
ISE will notify the crew when an ISE command is incompatible with the current station
mode.

2.2.2 System Control

The ISE is responsible for the configuration control of the SSFP system. The ISE principal
function of System Control interfaces with the following on-board systems and elements :

. Data Management System (DMS)

. Communications & Tracking (C&T) System

. Guidance Navigation & Control/Propulsion (GN&C/P) System
. Extravehicular Activity System (EVAS)/ Airlock
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Electrical Power System (EPS)

Mobile Transporter Element (MTE)

Mobile Servicing Center (MSC)

External Thermal Control System (ETCS)

Internal Thermal Control System (ITCS)

Environment Control Life Support System (ECLSS)

Man Systems/Crew Health Care System (CHeCS)

Rotary Joint (RJ)

Station Docking Mast Controller (SDMOC)

Unpressurized Logistics Carrier/ Propulsion Module Attachment (ULC/PAMS)

The System Control function of ISE issues coordinated commands to systems through the
auspices of five constituent capabilities. These capabilities are system initialization or
activation, system shutdown or deactivation, system moding, system operational
reconfiguration, system test and checkout. The scope and role of these ISE constituent
capabilities will vary for each system and will be defined by the system and subsystem
designers. The general scope of the capabilities are discussed below.

To perform their defined role within the ISE, each constituent capability issues commands
that:

Change system modes

Switch system TOLs

Power on/off Orbit Replaceable Units (ORUs)

Notify systems of ORU availability

Inhibit and enable the execution of system commands

Apply and remove station mode related interlocks

Switch Multiplexer/Demultiplexer (MDM) Input/Output Data Base (I0DB) scan
lists for systems located in MDMs

. Affect system operations as pre-approved

2.2.2.1  System Initialization or Activation

The ISE constituent capability role in system initialization works closely with DMS
initialization. The ISE will verify a predefined set of initial conditions and then send
commands to connect power to DMS hardware components in an avionics string. DMS
Station Manager (SM) will then load the system application software for each component
power on. For system activation the ISE constituent capability will send commands to
connect power to system ORUs on an avionics string. The ISE will then verify a predefined
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set of initial conditions and then send commands to establish a system’s operational state as
active.

The system activation capability connects power to system ORUs on an avionics string and
commands the system’s software to establish its operational state. The system software will
then be commanded to establish the necessary system and/or subsystem modes.

2.2.2.2  System Shutdown or Deactivation

The ISE constituent capability role in system shutdown is to disconnect power from DMS
hardware components on an avionics string. This capability includes powering off the SDP
and MSU, and the nominal set of MDMs and notifying the DMS of ORU non-availability.

The system deactivation constituent capability includes sending commands to disconnect
power from a system’s ORUs on an avionics string. The ISE will send commands to the
system application software to establish a system non-operational state. The ISE will also
support commanding system and subsystems to the appropriate system mode.

2.2.2.3  System Moding

System mode control commands are executed by the ISE in conjunction with its role of
maintaining the individual systems in the proper mode state for the current station mode.
The ISE will execute system mode transitions as they are commanded by either the crew,
authorized ground controllers, as they are scheduled in the on-board short-term plan (OSTP),
or as they may be required by a predefined response to a Caution and Warning notification.
The steps performed by the system moding subfunction in transitioning systems from one
mode to another are:

. Verify commanded mode is possible before commanding transition
. Verify target system mode is compatible with current station mode
. Verify initial conditions

e  Connect and disconnect power to systems ORUs

. Notify systems of ORU availability

. Command DMS to switch TOLs

. Activate command enables, inhibits, and interlocks

. Command system to target mode

13



2.2.2.4  System Operational Reconfiguration

For system operational reconfiguration, the constituent capability will, after verifying a set of
initial conditions, configure systems to provide for redundant strings for time- and safety-
critical station operations. System ORUs can be powered on or off, on a string by string
basis. This capability shall also notify systems of ORU availability and shall command DMS
to switch TOLs as necessary.

2.2.2.5 System Test and Checkout

System Test and Checkout Control command sequences are issued by the ISE to support the
accomplishment of system test and checkout. The constituent capability will verify a
predefined set of initial conditions, configure systems for a test, and issue predefined test
commands.

The system test and checkout subfunction configures systems for the crew and ground to
perform a system test. System ORUs can be powered on or off and systems will be moded
to an appropriate test mode. The ISE will notify systems of ORU availability and activate
command inhibits, enables, and interlocks as required.

2.2.3 Secondary Power Control’

The ISE provides centralized control over secondary power distribution for the space station.
The ISE controls secondary power distribution by issuing commands to open and close
switches within Remote Power Controllers (RPCs). The ISE receives commands to control
power to station ORUs.

The invocation of ORU power commands can be in response to a command from the crew,
from authorized ground controllers, and from scheduled procedures in the OSTP. Upon the
receipt of a power on or off ORU command, the ISE issues a command to open or close the
appropriate RPC.

The ISE monitors data from the RPCM describing the current RPC configuration and reports
to the crew and ground any detected state changes.

7 The ISE function with regard to secondary power is currently under review by NASA
and is expected to change. Many of the requirements included in earlier ISE
documentation has been reduced or eliminated in the contractor's latest versions of the
ISE FSSR.
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2.2.4 Failure Reconfiguration8

The ISE provides a failure reconfiguration capability to respond to predefined failure
notifications that require cross-system commanding capabilities unique to a Tier I entity.
The failure reconfiguration processing performed by ISE begins with the receipt of one or
more event notifications from system or element software via DMS services. The ISE then
identifies the failure that has occurred (with a predefined failure type) and the
reconfiguration action to respond to the failure. The ISE will then initiate the identified
reconfiguration action. The actual reconfiguration action is carried out by the ISE principal
function of System Control. Individual reconfiguration actions can be inhibited or enabled
by commands from the crew or ground.

Changes to the data used by ISE to identify and respond to event notifications received from
other systems or elements can be changed by loading new reconfiguration data from the
ground. The ISE will notify the crew and the SSCC of all automatic reconfigurations
undertaken and of all reconfigurations that could not be completed.

2.2.5 Caution and Warning Suppression

When predefined Emergency, Warning, and Caution alarms are reported to the ISE, the ISE
has the ability to suppress the annunciation of subsequent Caution and Warning messages.

In this way, the ISE prevents nuisance alarms and message floods. The ISE performs the
C&W suppression function by associating a predefined set of Caution and Warning alarms
with each Emergency, Warning or Caution alarm received. When an alarm is received that
has a predefined set of associated alarms, the ISE commands the DMS to suppress
annunciation of the alarms in the associated set. This ISE alarm suppression function is only
active with prior crew or ground authorization. This ISE function will accept new C&W
suppression criteria from the ground.

2.2.6 Caution and Warning Synthesis

The caution warning synthesis principal function of ISE synthesizes new C&W messages by
recognizing patterns of C&W messages generated by other sources. The augmentation of the
DMS capability is derived from ISE’s station-wide perspective of systems, elements, and
payloads. The ISE uses the DMS STSV C&W processing service to annunciate its

8  As with the discussion on secondary power control in the previous paragraph, ISE failure
reconfiguration function has been significantly reduced in scope from that contained in
both previous WP-2 ISE documents and from that contained in the Level A for ISE. See
footnote 7.
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synthesized C&W event alarms. The ISE provides the capability for the crew and ground to
modify the criteria on which it bases its C&W synthesis.

2.2.7 Operational Plan and Execution Control

The ISE as the executive application of the integrated on-board avionics is the application
responsible for the execution of the OSTP. The OSTP contains the information necessary to
allow the ISE to execute automated procedures associated with scheduled activities. The ISE
gives the crew and ground controllers the capability to modify the OSTP in real time. The
ISE also allows the crew to assess any unexecuted portion of the OSTP. During an
assessment, the ISE identifies resource consumption conflicts and environmental privilege
conflicts. The ISE makes all of this data available to the crew for display and for downlink
to the SSCC. The ISE also includes the capability to compute projected start and finish time
for activities on the OSTP timeline.

The ISE uses the OSTP timeline data to control the execution of activities at scheduled
times. The ISE can terminate and resume execution of the OSTP timeline on command from
either the crew or authorized ground controllers. The ISE also provides the capability to
incorporate new versions or revisions to the OSTP based on commands from the crew or
SSCC controllers. Some activities on the station Master Activity Plan contained in the
OSTP requires crew interaction. The ISE will prompt the crew for input for those selected
activities. Normally the ISE will directly execute activities without requiring modification
from either the crew or the SSCC. In contingency operations, the ISE can be commanded to
incorporate predefined alternative activities into the OSTP on command from the crew or the
ground.

In the execution of procedures for scheduled activities, the ISE verifies that all preconditions
specified by the OSTP are satisfied prior to beginning the execution of an activity and that
all post-conditions specified by the OSTP are satisfied prior to the termination of the
activity. Pre- and post-conditions examined by the ISE include the proper interlock statuses,
the required status of all station, facility, and crew, and the proper termination status of all
prior activities necessary for the current activity to begin.

In the execution of an activity, the ISE allows the crew or SSCC to select between manual,

single step, and automatic execution modes of activities. The ISE allows the crew or the
SSCC to terminate, pause, and resume the execution of an activity. The ISE also provides
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the capgability to abort any currently executing activity on command from the crew or
SSCC.

The ISE provides the capability to the crew and the SSCC to edit the OSTP. The edit
functions included in this capability allow for the addition or deletion of an activity from the
timeline. The edit function also permits scheduled OSTP activities to be modified and it
permits the crew or ground personnel to change the start time and duration of an activity
scheduled for execution in the OSTP.

2.2.8 Payload Support

The ISE issues coordinated commands to support payload control by executing predefined
command sequences. Upon command from an authorized source, the ISE issues two
categories of payload support command sequences:

. Payload secondary power control
o Hazardous Payload Command and Control

The ISE will provide and remove power to a payload ORU upon command or upon detection
of a predefined event. The ISE also has the ability to execute a command sequence to
potentially hazardous payloads on command or upon detection of a predefined event.

2.2.9 Rack Control

The ISE provides for rack initialization and shutdown. The ISE coordinates secondary
power, thermal cooling, and avionics air as part of its rack control responsibilities. Upon
command from any authorized command source, the ISE will perform rack initialization or

shutdown by sending commands to control secondary power distribution, ITCS, and to
ECLSS.

2.2.10 ISE Support to JEM and APM

The ISE serves as the integrating function between station core systems, JEM subsystems,
and APM subsystems. The exact scope and role of ISE in this interface remains a subject of
international negotiations to be summarized in SSP 42001 (for APM) and SSP 42002 (for
JEM.) ISE will be capable of sending commands and receiving data as specified in section
3.6 of the above referenced documents. In addition, it is also understood that ISE (or the ISE

9 The ISE CEI does not define these terms. It is, therefore, not clear how a terminate
activity differs from an abort activity command.
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host) will be responsible for providing station health and status data to JEM and APM. ISE’s
role in this gateway function is not yet defined. The commands listed below are those under
consideration for ISE in the current version of the ISE CEI specification.

When properly directed from an authorized source, the ISE will issue the following
commands to the JEM - Element Manager (EM):

Select the mode of the JEM and JEM subsystems

Initialize and shutdown the JEM and JEM subsystems

Power on or off JEM ORUs

Notify JEM-EM of ORU availability

Command JEM-EM to enable or inhibit JEM system and subsystem functions
Command the operations of JEM subsystem functions

J Notify the JEM-EM of the telemetry data to be downlinked via S-band

When properly directed from an authorized source, the ISE will issue the following
commands to the APM - System and Mission Management (SMM) software:

. Select the mode of the APM and APM subsystems

. Initialize and shutdown the APM and APM subsystems

Power on or off APM ORUs

Notify the SMM software of ORU availability

Command SMM to enable or inhibit APM subsystem functions

Operate APM and APM subsystem functions

Notify the SMM software of the telemetry data to be downlinked via S-band
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SECTION 3

SUGGESTED ISE ARCHITECTURE

The current set of requirements for the ISE continue to be in a state of flux. Many aspects of
the relationship between the ISE and the Freedom integrated avionics have not been defined
or agreed upon. This is particularly true in the area of the Command and Control
architecture of the Freedom and the ISE.

The following paragraphs describe an architecture for the ISE and its relationship with the
DMS support functions and other on-board application software. The architecture described
is an extension of that contained in the current ISE design documentation. The extensions
described are presented as an example of a possible ISE implementation that encompasses
the guidelines of the ISO open system standards for the management of SSF application
software.

The purpose in developing this architecture description is to provide the ISE development
community with a tutorial example of the scope of the ISO standards and the applicability of
the standards to the practical design of the ISE software. It is not the intent of the authors to
force a design for the Freedom ISE. We offer it as an aid to help design decision makers
understand that incorporation of the ISO standards could make the final design easier to
achieve while minimizing the implementation risks and life cycle costs.

The Space Station Freedom is currently defined to have a hierarchical, distributed command
and control architecture. This architecture has as its highest level, called Tier 1, the
functions that are concerned with global, station-wide issues. All the station-wide operations
management functions take place at the Tier 1 level. The elements of Tier 1 are the crew,
the ground controllers, and the ISE. The ISE is an on-board software application that
operates in two roles: as a peer to the crew and ground controllers and as a supporting agent
to the crew and ground controllers. In this document these two roles are called the Tier 1
ISE peer and the ISE supporting agent, respectively. The ISE is considered a Tier 1 peer to
the crew and ground controllers when it executes commands either from the on-board short-
term plan (OSTP) or from stored program command procedures (SPCPs) and performs
station-wide integrating and coordinating functions. The ISE is considered a supporting
agent when it executes commands for the crew or ground and performs its integrating and
coordinating functions for the crew or the ground controllers.
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3.1 ISE as a Tier 1 Peer

The ISE is the on-board Tier 1 software managing application that integrates and coordinates
the execution of stored commands received via communications with the Data Management
System (DMS) standard services from the OSTP or other sources of command sequences.

As a managing peer, the ISE integrates Freedom by managing the configuration of the states
of Freedom’s modes, by checking Freedom’s resource constraints, and by commanding
operations invoked by discriminating Freedom’s system C&W and FDIR messages. As a
managing peer, the ISE coordinates the on-board systems, crew and ground controllers by
sending commands to the on-board systems and messages to the crew and ground controllers.

As a managing peer, the ISE has its own objects that control its processes. These objects are
the highest level objects on-board Freedom. These objects contain the attributes used to
manage the scheduling of ISE behaviour, the establishment of priorities, the modes of
Freedom, the selection of OSTP elements and delta changes to the OSTP, the selection of
telemetry information, and the discrimination of Freedom system C&W and FDIR messages,
and the commanding of procedures both to change the station operational modes and to
implement failure isolation and recovery procedures.

In normal operation of Freedom, the ISE Tier 1 peer executes its station-wide integrating
and coordinating functions. If the ISE Tier 1 peer cannot operate because of a failure, then
the crew and ground controllers can directly command and control Freedom’s systems,
elements, and payloads.

Figure 1 illustrates the operation of the ISE as a Tier 1 peer. The ISE manages the on-board
systems, elements, and payloads by sending commands to the managed system, element, or
payload. The system, elements, and payloads respond to the commands and send response
messages to the ISE. The system, elements, and payloads control the managed objects and
use DMS services by reading and writing current values of control attributes to the run-time
object database (RODB). The services performed for the systems, elements, and payloads
are Management Service Control (MSC), C&W alarm message generation, management
summary report generation of telemetry object list (TOL), access control, and the
management of the configuration.
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Figure 1. The Tier 1 Model for Commanding of the Freedom Systems, Elements, and
Payloads

3.2 ISE as a Supporting Agent for the Crew and Ground Controllers

In normal operations, ISE is a software application that is managed by the crew and ground
controllers and supports the crew in its management of the operation of the space station. In
this role, the ISE operates as a supporting agent when the crew or the ground controllers send
commands to Freedom. As a supporting agent, it responds to commands from the crew and
the ground controllers, and it performs the station-wide integrating and coordinating
functions. As a supporting agent, the ISE uses the DMS STSVs to perform the following
functions:
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e  Reading and updating the current values of ISE’s object attribute values from the

run-time object database (RODB)

Reading operational commands from the OSTP

Reading and writing pattern recognition data for events and notifications

Providing a real-time clock reference

Providing communication service via the Network Operating System (NOS) for

sending and receiving messages

. Checking the inhibit and enable access to the station’s systems, elements, and
payloads

U Providing caution and warning alarms and message generation and reporting to the
crew and ground controllers

e  Reporting of summaries of ISE objects’ states and attributes (telemetry reporting)

. Logging of on-board commands

. Journalizing (checkpointing) of ISE system data

The crew and the ground controllers can by-pass the ISE supporting agent and send
commands to Freedom’s systems, elements, and payloads. In this case, the crew or the
ground controllers perform the station-wide operations management functions and send
commands directly to Freedom’s systems, elements, and payloads. The DMS STSVs detects
the received messages, updates the appropriate system attributes, and then DMS STSVs
sends the message to the appropriate system, element, or payload.

Figure 2 illustrates the ISE as a supporting agent. The crew and ground controllers with
their supporting software and hardware command the ISE to perform its managed processes.
The ISE responds to the commands from the crew or ground controllers by sending
responses to the commands. The ISE controls information objects and performs its managed
processes. The ISE uses the DMS STSVs function as any other on-board system operating
from a Standard Data Processor (SDP).
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Figure 2. The ISE as a Supporting Agent to the Crew and Ground Controllers.
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3.3 ISE Integrating and Coordinating Functions

The ISE in both of its roles as a Tier 1 peer and as a Tier 1 supporting agent provides for the
integration and coordination of station-wide functions. The integration and coordination
functions follow defined rules of behaviour to issue commands to Freedom’s system,
element, and payload application software. These defined rules of behaviour are established
and enforced by the station modes described in section 2.

The ISE integrates station operations via the station and system modes by executing
commands that control the systems, elements, and payloads operations both within a given
mode and among the station modes. Each mode, system, element, and payload has a finite
set of enable or inhibit commands. Each mode, system, element, and payload has sequences
of commands that perform according to the OSTP, FDIR rules, C&W rules, test and
checkout rules, and system initialization rules.

The ISE also integrates the station by enforcing resource and environmental constraints
defined for the space station by considering the limits of each system, element, and payload
in each station mode and for each transition among the defined modes. For example,
resource constraints are limits on the combined power systems, the thermal systems, the
guidance systems, and the life support control systems. Environmental constraints are those
such as operations in or near the South Atlantic Anomaly, or operations constrained to a
microgravity or reboost environment.

Figure 3 provides a block diagram of a possible architecture for the ISE functional
applications and the relationship of those applications to the DMS, the RODB/IODB, and the
managed systems, elements, and payloads. As seen from figure 3, the architecture partitions
the ISE executive application into four functional areas: station mode manager, system
controller, station event manager, and the operations plan manager. Each of these proposed
functional areas of the ISE are discussed in detail below.

The suggested ISE architecture approach requires substantial support from the DMS
software. Some of the support needed by ISE is currently not part of the DMS design.
Therefore, the proposed ISE architecture also includes a set of management support objects
recommended for inclusion into the DMS functional suite. These objects are the Command
Sequencer and the Command Discriminator. Each of the four subfunctions of the proposed
ISE architecture makes heavy use of the Command Sequencer and the Command
Discriminator objects. The functions provided by these objects and their important
relationship to both ISE and DMS are briefly described in this section. A detailed
description of these objects is given in appendix E.
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In addition, the ISE architecture assumes that all managed applications within the station’s
systems, elements, and payloads use a common set of object attributes and relationship
attributes. This commonality is essential to minimize confusion in the design of the
interfaces among ISE and the managed applications. The commonality will also aid in
reducing the amount of code to be developed to support the management function and will
also help to reduce processor loading servicing unnecessarily unique interfaces. A detailed
proposal for the common object and relationship attributes is presented in appendix F.

Both the suggested augmentations to DMS and the common object and relationship attributes
have been designed after the SMI ISO functions described in ISO/IEC 10164. As such, they
provide a consistent set of definitions that comply with the basic ISO reference model for the
management of open systems.

3.3.1 Station Mode Manager

A primary function of the ISE is to implement and enforce the Freedom station modes in
support of the other TIER 1 agents and when the ISE is performing its role as a TIER 1 peer.

The station Mode Manager would implement and enforce the station modes for the ISE using
integrated mode transition procedures. These procedures contain the sequence of commands
required to establish the conditions, configurations, and environment needed to perform
station mode transitions. Each system mode transition procedure performs a set of tasks that
control the DMS RODB objects to make the mode transition. After the mode transition has
been implemented, the transition procedures perform post-condition checks and report the
mode status to the crew and ground.

The station Mode Manager implements the station mode transition procedures as a result of
commands received from either the crew, from authorized flight controllers in the SSCC, or
as scheduled in the OSTP. The ISE can also implement a mode transition as part or a
predefined response to a Caution and Warning (C&W) notification or an FDIR notification.
The transition commands would be received from the ISE’s Message Discrimination
function.

Upon receipt of a transition command, the station Mode Manager selects the proper station
mode transition procedure and sends an initialize action command to instantiate a Command
Sequencer object for the transition process. The Command Sequencer, using the ISE
selected transition procedure file list, performs the predefined set of precondition checks, and
then executes the command sequences to make the mode transition. In so doing, the station
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Figure 3. ISE Functional Architecture Diagram
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Mode Manager, using the Command Sequencer, establishes the necessary station-wide
setting of interlocks and constraints that are defined in the new mode and executes
commands to systems and elements to bring them into modes compatible with the station
mode. The ISE controlled command sequence would then perform a set of post-condition
checks to verify the success of the mode transition and notify the crew and SSCC of the new
station mode.

Aside: It is noted here that the design for the Command Sequencer object class as described
in Appendix E allows for a multiple number of command procedure files to be linked to the
sequencer at the time of initialization. This means that the pre-condition, mode transition,
and post-condition checks could each be separate command sequences, each separately
modifiable and controllable by the crew or ground. It also means that standard pre-condition
and post-condition checks could be established for all integrated mode transition procedures
and be frozen, thus providing additional assurance of deterministic behaviour for the station
as the mode transition procedures go through stages of modification.

The command inhibits and interlocks that were established by the station Mode Manager
during the mode transition process enforce the station mode. This function will not,
however, preclude the crew or the SSCC from controlling operations within a given station
mode. The station Mode Manager will notify the crew and the SSCC when a command is
attempted that is incompatible with the current station mode. The station Mode Manager
will allow the crew or authorized flight controllers to override any constraints within the
current station mode, and it will allow the crew or the SSCC to respond to emergency and
contingency conditions, regardless of the station mode.

3.3.2 ISE Event Manager

The ISE Event Manager subfunction carries out those routines necessary for ISE to respond
to station-wide events. The Event Manager includes event pattern recognition software
allowing it to compare current station-wide events with ground supplied event data and
supply a response. Station-wide events could include one or more of the following:

o C&W messages processed by the DMS STSVs

. System application generated FDIR notifications
e Resource availability conflicts with OSTP data
. Environmental resource conflicts or events

. Manually input events (from crew or ground)

The ISE Event Manager, using the event discriminator object discussed below, compares the
current station state with the event combination data. This event combination data is pre-
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defined information in the form of tables or files, generated and uplinked by the ground, and
is modifiable through established data configuration management procedures.

The event comparison function of the ISE Event Manager, using the event discriminator, is
seen to be an interrupt-driven process rather than a cyclic process. Whenever a C&W
message, an FDIR notification or manually input event is reported to the ISE, the current
station state information is compared with the combination data for a match. The first event
type reaching the ISE would be used as a key to search the event combination data.

For example, should a C&W message reach the ISE, the Event Manager would examine the
event combination data for that C&W message type. If the search is successful, the ISE
event manager is then given the combination of other events, which if found to also exist,
would cause the Event Manager to process a response. This response, identified with the
event combination data, could be a process to generate a new C&W message thus providing
the ISE C&W synthesis function, or it could be a process that executes a failure
reconfiguration thus providing that ISE required function.

Other event data examined by the ISE Event Manager would be derived from the execution
of the OSTP. Resource conflicts, as determined by the OSTP execution process (see 3.3.4
below) by comparing available vs. planned resources, could also be an event type in the
event combination data. The ISE OSTP manager would notify the ISE Event Manager of
the resource conflict event. The event combination data would be searched for the event,
and if found, the associated response would be executed. This same type of process would
be used to process environment parameter violations.

The Event Manager subfunction is a data driven concept. The event combination data along
with the predefined responses are prepared on the ground and uplinked to the ISE. Any
command sequences required for the response to a detected event would be logically linked
to the event combination, but could be uplinked as a separate command sequence file. Both
the crew and ground would be permitted to update or modify the event combination data,
adding new event combinations and refining or deleting existing sets. All such modifications
would be done under strict configuration control to maintain the determinate nature of the
flight software.
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3.3.3 ISE Systems Manager

The ISE has the Tier I responsibility of managing and controlling all application flight
software on-board. This includes application software in all systems, elements, and
payloads. The ISE Systems Manager subfunction provides the following capabilities with
respect to each on-board application:

System Initialization and Activation
Initialization - ISE connects power to DMS hardware on an avionics string. ISE
then notifies DMS SM of the ORU availability. DMS SM will then load the system
software and initialize applications.
Activation - ISE connects power to a system’s ORUs. It then notifies the system of
the ORU availability. The ISE activates command inhibits, enables and interlocks.
Finally, the ISE commands the system to a predefined operational state.

System Shutdown and Deactivation
Shutdown - ISE disconnects power from DMS hardware components on an
avionics string. ISE then notifies DMS of the ORU non-availability.
Deactivation - ISE disconnects power from a system’s ORUs on an avionics string
and send commands to the system application to establish a non-operational state.

System Moding
The system moding subfunction transitions system and element application
software from one system state to another. The target system or element mode is
checked for compatibility with the active station mode. ISE will also verify a pre-
defined set of initial conditions before commanding the system or element mode
transition.

System Operational Reconfiguration
The ISE system operational reconfiguration subfunction configures system and
element application hardware and software to provide redundant equipment for
time critical and safety critical station operations.

System Test and Checkout
The system test and checkout subfunction of ISE system control configures systems
and elements for system testing and checkout. The ISE will connect power to the
system and element ORUs in the test configuration and notify the systems and
elements of the ORU availability. The ISE will then command the system into a
predefined test mode by establishing the necessary command enables, inhibits, and
interlocks. The ISE can also support the system test and checkout by commanding
predefined system test command sequences containing system and element BIT and
BITE activation.

It is noted that not all of these capabilities are required or even necessary for all of the on-
board applications. Consequently, the ISE functions available vary with each application.
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In some cases, notably the JEM and APM, the required ISE system control capabilities are
the subject of international negotiations. The requirements for ISE as they are currently
understood are listed below in table 1. Exceptions to the table entries are discussed in the
table notes.

The ISE system control function is derived from the ISE capability to control the execution
of command sequences. This capability is achieved through the use of the standardized
Command Sequencer objects described briefly in paragraph 3.3.5 and in detail in appendix
E. Each of the ISE System Control subfunctions, such as system initialization, invokes the
execution of a Command Sequencer that performs the required functions. Most of these
system command sequences are expected to be relatively static in nature. As the station
configuration of systems and elements changes with time and mission builds, the system
control sequences will also require modification. With this implementation strategy, a
significant portion of the ISE system control function can be frozen. System interface code
and the user interface code, for example would not be expected to change. The individual
command sequences applicable to each of the individual systems and elements which will
change over time, can be modified, tested, and implemented without disturbing the bulk of
the ISE system control application code.

The command sequences that ISE executes in order to control the various station systems,
elements, and payloads will contain commands that perform the following types of
functions:

. Power on/off system ORUs

Notify systems of ORU availability

Switch scan lists used by DMS to create downlink telemetry

Transition between system and subsystem modes

Activate command inhibits and command enables

Apply and remove interlocks

Switch MDM Input/Output Data Base (IODB) scan lists for systems located in
MDMs

. Affect system operations as pre-approved

Not all of the above command types will be applicable to systems, elements and payloads
under ISE control. Other applications will have unique functions for ISE to manage. In
either case, ISE will make use of the standard Command Sequencer interface proposed as a
DMS capability in order to control these functions.

The applications identified for which ISE has control requirements are listed in table 1.
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Table 1. ISE System Control Functions versus Freedom Systems and Elements

Initialize/ | Shutdown/{| Mode |Operationall Testand |Operational
Activate | Deactivate Reconfig. | Checkout | Control
DMS X X X
IC&TS X X X X X
EPS X X X
ECLSS X X X
IGN&C/P X X X X X
ETCS X X X
ITCS X X
ICHeCS X X X X
MSC X X X X
MTE X X X X
EVAS X X X X
RJ X X X X
SDMC X X X
ULC/PMAS X X X
JEM x1 x1 X x1 X
APM X2 X2 X X2
Racks X3 X3 X3
SEP x4 x4
PES X5 XS
NOTES:
x1:  JEM requirements for ISE identified to date do not include activation, deactivation, or test and
checkout. They do include control of secondary power which is included under operational
reconfiguration.
x2: APM requirements for ISE identified to date do not include activation, deactivation, or test and
checkout. They do include control of secondary power which is included under operational
reconfiguration.
x3:  Rack control requirements for ISE identified to date do not include activation, deactivation, mode
control, test and checkout, or operational control. They do include sending commands to SEPS,
TCS, and ECLSS which is included under initialization and shutdown.
x4:  Secondary power control for ISE consists of operational control of secondary power distribution,
and reconfiguration of secondary distribution under failure conditions. No initialization,
shutdown, or moding control requirements have been identified.
x5:  Payload control consists of controlling secondary power distribution to payloads and issuing

operationally hazardous commands under special conditions through the Payload Executive
Software.
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3.3.4 ISE OSTP Manager

The ISE is responsible for the control and execution of the On-Board Short Term Plan
(OSTP). The OSTP provides the necessary information that allows the ISE to execute
coordinated payload and core system activities. The ISE provides the capability to the crew
and ground to modify the OSTP. The ISE also provides the crew with an assessment
capability for all or a selected part of the unexecuted portion of the OSTP. This assessment
will identify resource consumption conflicts and environmental privilege conflicts. The ISE
makes all of this data available for display to the crew and for downlink to the SSCC.

For the purposes of this discussion of OSTP management, the following definitions are used.
It is noted that definitions for these terms have not been established by NASA, consequently
the usage given is submitted as a baseline for NASA approval.

Timeline: A time ordered set of one or more station, system, element, or payload
activities. (note: more than one activity may be active at the same time)

Activity: A time ordered set of one or more station, system, element, or payload
procedures. (note: more than one procedure may be active at the same
time)

Procedure:  An ordered series of flight software command statements linked by
Boolean and branching logic expressions.

3.34.1 Timeline Execution

The ISE uses the time data in the OSTP to execute activities at scheduled times. The ISE
reads the OSTP master timeline and initializes Command Sequencers for each procedure
within each scheduled activity on the timeline. The ISE will also establish any necessary
scheduler relationships to control the times when the Command Sequencers are to activate
the subject command procedures. The ISE allows the crew or ground to terminate, suspend,
or resume the execution of the timeline. Upon command, the ISE will allow new versions or
revisions of the timeline to be incorporated into the OSTP and will permit the direct
execution of an activity without requiring modification to the timeline. As necessary, the
ISE will prompt the crew for selected responses as part of the execution of the timeline. The
ISE will compute projected start and finish times for activities on the OSTP timeline.

3.3.4.2  Activity Execution

The ISE, in executing an activity from the OSTP, initializes a Command Sequencer with the
procedure identifier (file name) for each procedure contained in the activity. In addition, the
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ISE will initialize the Command Sequencer with pre-condition and post-condition check
procedure identifiers as contained in the OSTP. The ISE, through its control of the
Command Sequencer, will allow the crew or ground to select the execution level of the
activity (manual, single step, or automatic execution). Once the execution of the activity has
begun, the Command Sequencer allows the ISE to terminate, suspend or resume the
execution process.

The pre- and post-condition procedures initiated by the ISE in each Command Sequencer
allows that Command Sequencer to examine activity pre- and post-conditions with interlock
statuses, facility or equipment statuses, crew and station statuses, as well as the status of
other activities on the timeline.

Through the attribute change command to the Command Sequencer, the ISE is able to
perform such actions as suspending the activity execution for a specified amount of time or
to change the execution step in the command sequence. Many other options are available.
For more detail the reader is referred to appendix E.

The ISE also provides the capability to edit the OSTP and to assess unexecuted segments of
the OSTP timeline. The ISE timeline editing capabilities include the ability to add, modify
or delete activities on the OSTP timeline. Modification and deletion of activities is limited
to those not already being executed. In addition, the ISE can edit the duration of any activity
on the timeline as well as change its scheduled start time.

The ISE assessment capability allows the crew to examine any unexecuted portion of the
timeline (or timeline edits) for conflicts between projected resource availability and
projected consumption. The ISE will also examine the unexecuted portion of the timeline
(or timeline edits) for conflicts between projected environmental parameter disturbances and
privileges with the projected needs of planned activities.

3.3.5 Command Sequencer and Scheduler

The ISE requires a basic command sequencing and scheduling capability. This concept is
basic to the requirement of performing any command function either as a Tier 1 peer or as a
Tier 1 support agent. It is proposed that the ability to schedule and execute a sequence of
commands or actions to affect the behaviour of all managed objects in the RODB and IODB
be added to the functions provided by the DMS. The Command Sequencer proposed would
include the capability to modify the timing of the execution of the command sequence and
the logical branching of the command sequence. The timing of individual commands would
be invoked through the scheduler function. The logical branching within a command
sequence would be invoked by the sequencer monitoring expected and predefined object
notifications invoked by an object action command.
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It is noted that neither the Command Sequencer nor the scheduler are independently called
out by the high level ISE design documentationl0. Their need, however, is implied and in
fact necessary for the implementation of many of the ISE and Freedom capabilities. Several
requirement descriptions of the ISE and DMS functions indicate that the ISE has the
capability to implement sequences of commands. Further, the ISE documentation implies
that it has the capability to sequence its functions (OSTP implementation, TOL generation,
etc.), and discriminate timetags or other control functions based on timing information.

It is suggested that the scheduling function could use the DMS distributed timing signals to
set and maintain a local timing reference. The scheduling function could then perform a
comparison of its local timing reference to timelines and sequences of scheduled procedures
and execute commands as scheduled. It is further noted that both the sequencer and the
scheduler functions could be used by many other systems, elements, and payloads. As such,
they should be considered as candidates for inclusion into the suite of CSCls provided by the
DMS to the entire station.

As a result of NASA’s interest in the need for a remote commanding capability in an open
system’s environment, MITRE has developed a proposal to the American National Standards
Institute’s (ANSI) open systems interconnection management committee X3T5 that a
scheduler/sequencer be included into the SMI ISO standard functions set. The committee
has accepted this recommendation, and a draft standard is being prepared for international
consideration.

A detailed description of the Command Sequencer, as it has been proposed to the ANSI
committee and as it could be implemented to support the ISE, is given in appendix E.

3.3.6 Event Discriminator

The Event Discriminator is proposed as a standard capability to be provided as a DMS
service to perform the function of using predefined conditions to filter messages and object
notifications to provide standard predefined responses.

The ISE C&W Synthesis capability would use this Event Discriminator to filter C&W
messages and object notifications such as FDIR responses, to recognize predefined
combinations in the notifications, and to generate new C&W messages. This use of the
Event Discriminator allows the ISE to detect and report to the crew and ground predefined

10 This statement has been overcome by events in that later documentation included the
need for either UIL/ILE or TIMELINER.
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patterns of system, element, and payload faults and station-wide problems that might
otherwise go undetected.

The Event Discriminator could be similarly used to provide the ISE Failure Reconfiguration

function. A detailed description of the event discriminator as it could be implemented to
support the ISE is given in appendix E.

35






SECTION 4

ISE SUPPORTING FUNCTIONS

This section describes the supporting functions that the proposed ISE architecture needs to
meet its stated requirements. Many of these functions are provided by a combination of the
DMS STSVs and the use of the RODB and IODB. The supporting functions provide the ISE
its required management capability over the station’s system, element, and payload
applications. The application management support functions needed by ISE and discussed in
this section include:

. Object management functions

. State management functions

Attributes and objects for representing relationships
Alarm reporting function

Event reporting function

Objects and attributes of access control

Appendix B, Open Systems Management Tutorial, describes the abstract model for OSI
management. The international standard ISO/IEC 10040, The System Management
Overview, provides a standardized description of the OSI abstract model and how it relates to
aspects of management organization, management information, management functions, and
communication services. The reader may wish to read appendix B and possibly the OSI
System Management Overview before reading section 4.

In addition, the OSI system management standards also describe models for the management
of functions that are currently assigned to the DMS, but which are of great interest to ISE
and all other on-board applications. Because the OSI standard models for these functions
address so many questions being addressed by SSFP developers, they are discussed in detail
in the appendices. The standard functions discussed are listed below.

] Log control function

. Summarization function for telemetry selection and control

e - Testing function to manage on board test and check-out

. Scheduling function to support on-board operations and commanding

For those readers who may not wish to read section 4, the authors suggest skipping to section
S - Findings, Recommendations, Trade-offs, and Risks. After reading section 5, you may
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wish to read appendix B and those parts of section 4 that relate to the recommendations and
risk assessments.

4.1 Object Management Function

This section of the document describes a management function that may be used by all other
application processes in the Space Station Freedom Program.

The Object Management function is proposed to meet the requirements of the SSFP Tier 1 to
examine and change attributes of the set of managed objects that form the RODB. In
addition, SSFP Tier 1 needs the ability to initialize modules, deactivate modules, and change
attribute values of the managed objects that form the RODB and IODB. Tier 1 also needs to
be notified of changes occurring in the configuration of Freedom.

A standard object management function that provides these basic needs would form a part of
a systematic and flexible command structure. The following sections include a description
of the object management function as standardized by ISO/IEC. This object management
function meets all of the requirements of the Tier 1 components. Section 5 of this document
includes findings, recommendations, trades, and risks associated with this design of a
standard object management function.

4.1.1 Object Management Model

Each Freedom object is subject to management1 1. The objects and their attributes are to be
defined in accordance with appendix D, the Flight Software Data and Object Standard, of the
DMS Architecture Control Document (ACD), (NASA, 1991 [SSP 30261]). (These data
standards refer to an applicable document, the Structure of Management Information (SMI),
ISO/IEC 10165.) SMI part 2 includes the support objects, attributes, and notifications
described in the international standard, ISO/IEC 10164. ISO/IEC 10164 assumes that
management information is defined according to the standard rules of SMLI. (The SMI
standard is the dictionary that lists the support objects, attributes, notifications, and
behaviours. It shows how to spell in Abstract Syntax Notation One (ASN.1) basic encoding
rules for the bits in the fields of communication concerning the standardized support
objects.) The object management function is specified by the International Organization for
Standardization (ISO) in the document, Information Processing Systems - Open System
Interconnection - System Management - Part I: Object Management Function (IS0, 1991

11 Management: Management of the Freedom objects is the commanding and monitoring
of Freedom's systems, elements, or payloads. The RODB and IODB contains
management views of the attributes of all the managed objects.
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[10164-1]). This standard provides complete detail on the object management function and
consistently defines terms that comply with the Basic Reference Model (ISO, 1984 [7498-
1]), the Open System Management Framework (ISO, 1989 [7498-4)), the Common
Management Information Services (CMIS), (1SO,1989 [9595]), and the Open System
Management Overview (1S0,1991 [10040]).

In the concept of the management of Freedom objects, the objects are transitioned to the
initialized state (managed object created12) and transitioned to the dormant state (managed
object deleted!3), and the values of the attributes of the objects can be changed in one or
more of the following three ways:

o Local management of the resources: Object attributes can be changed through the
management of the configuration (reading and writing of attributes and
commanding of actions) of the processes in Freedom's systems, elements, and
payloads14 which are outside of the scope of the OSI standards.

. Management of the OSI communication services provided: Object attributes can be
changed through the management of the Network Operating System (NOS) that
implements the ISO (N)-layer operation and the management described in the
interface control documents (ICDs) for those OSI (N)-layers agreed upon by the
SSFP (See appendix G, DMS Communications Protocol Profiles, of the DMS
ACD, (NASA, 1991 [SSP 30261]).)

12" Creation: In the ISO/OSI management standards, the creation of objects means the
invoking or loading of the software modules. The ISO use of the word create is similar
to the concept of initialization in the DMS ACD. An OSI management creation does
NOT imply any God-like behaviour.

13 Deletion: Deleting managed objects in the ISO standard is the NASA concept of
transitioning to the dormant state. In the ISO standards, deletion does NOT imply the
destruction of the managed object.

14 Systems, elements, and payloads: The systems, elements, and payloads are managed

objects that contain other managed objects. The states of the system, element, and

payload managed objects follow the same definitions that apply to the states of their
contained objects. The collection of the state attributes values of the contained objects
provide a detailed view of the states of the contained objects in the system, element, or
payload.
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. Management of the services that meet the ISO standards: Object attributes can be
changed through the management of the DMS STSVs as they relate to the
management of the ISE, and the on-board systems, elements, and payloads.

The international standard, ISO/IEC 10164-1, Clause 7.1, specifies these three ways of
managing OSI managed objects and is, therefore, in agreement with the management scheme
used in the SSFP design.

The international standard, ISO/IEC 10164-1, specifies and describes services for reporting:

. Initialization or the transition to the dormant state of managed objects
° Changes to attribute values of managed objects

The international standard, ISO/IEC 10164-1, specifies object management for commanding
as listed below. The Freedom objects use DMS STSVs for the same configuration
management functions.

. Transitioning to the initialized state (managed object creation)
] Transitioning to the dormant state (managed object deletion)
. Invoking a predefined specific behaviour of the managed objects (Actions13)

e  Writing attribute values (commands that replace a value, remove a value, or replace
with a default value)

e Reading attribute values (commands that get a value)

Reporting notifications (the normal responses of the managed objects as events
occur) as event reports

The object management standard maps these functions onto the underlying ISO
communications services. Specifically, it maps these functions to the ISO CMIS IS, (ISO,
1989 [9595)).

15 Actions: Actions are the commands and/or services that a managed object and its
application software can perform. The actions define the possible messages to which the
object will respond. Action commands result in object behaviour.
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In addition to using the ISO CMIS standard, DMS STSVs are mapped to the underlying
communications services of the Consultative Committee for Space Data System (CCSDS)
standard. DMS STSVs uses CMIS for communication to Tier 1 components and for
communications among the Freedom systems, elements, and payloads. DMS services use
the CCSDS underlying communication services for sending summary notification (TOLs).
The reader is referred to appendix G of the DMS ACD for details.

4.1.2 Object Management Generic Notification Definitions

This section describes the set of four notifications and their applicable para.meters16 and
semantics specified by the international standard ISO/IEC 10164-1.

4.1.2.1 Object Initialization Notification

If the class of objects requires reporting of the transition to the initialized state, then that
managed object class imports a common object creation notification type. (This
notification type could be supplied by a mapping of the DMS C&W standard service.)

The notification should include the following mandatory or optional parameters”:

° The mandatory object creation notification parameter that indicates the type of
notification.

e  The optional parameter set consisting of a source indicator and additional
information.

16 Parameter of a notification: A parameter of a notification is the reported bit field that is
to be filled with an attribute value. The coding of the attribute value in the parameter is
to follow the standardized ASN.1 transfer syntax as specified in the ISO/IEC IS 10165-2.

17" Optional parameters of notifications: Optional parameters of notifications are fields of

the report that may be included in the notification services if the user chooses.
Mandatory parameters must be in the notifications.
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4.1.2.2

The optional source indicator has one of the following types:

InternalResource--the notification was generated in response to an
initialization command through the internal operation of the objects (i.e.,
the systems, elements, or payloads).

LocalOpenSystem--the notification was generated in response to an
initialization command applied across the managed object boundary but
from within the managed object (i.e., The initialization was commanded
by the ISE or the crew.).

RemoteOpenSystem--the notification was generated in response to an
initialization command initiated from a remote manager (i.e., the SSCC,
POIC, or any other system [an internal partner’s control center)).

Unknown--it was not possible to determine the source of the operation.

The additional information is provided to convey specific object class
information associated with the create notification. (For example, this
information could include the source address of the command.)

Object Transition to the Dormant State Notification

If the class of Freedom objects requires reporting of the transition to the dormant state, then
that managed object class imports a common object deletion notification type.
(This notification type could be supplied by a mapping of the DMS C&W standard service.)

The international standard specifies that the deletion notification should include the
following mandatory or optional parameters:

e  The mandatory object deletion notification parameter that indicates the type of
notification.

. The optional parameter set consisting of a source indicator and additional
deletion data.

The optional source indicator has the one of the following types:

InternalResource--the notification was generated in response to a
dormant command through the internal operation of the managed objects.
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¢ LocalOpenSystem--the notification was generated in response to a
dormant command applied across the managed object boundary but from
within the managed system.

¢ RemoteOpenSystem--the notification was generated in response to a
dormant command initiated from a remote managing system.

e Unknown--it was not possible to determine the source of the operation.

- The additional deletion data is provided to convey specific object class
information associated with the delete notification.

4.1.2.3  Attribute Value Change Notification

If the class of Freedom objects requires the capability to report attribute values changed, then
that managed object class imports a common attribute value notification type. (This
notification type could be supplied by a mapping of the DMS attribute change notification
service.)

Depending upon the omission of attribute values in the telemetry object lists, it may be
important to notify the commanding Tier 1 entity of an attribute value that was commanded
to change. Examples could be as follows:

. Enabling18 access of one or more commands to a system, element, or payload
. Inhibiting19 access of one or more commands to a system, element, or payload
. Replacing of the value of one or more attributes of a managed object

. Changing of the value of one or more attributes to their default value(s)

18 Command enabling: A command enable provides the access to a device or an application
to execute commands. The removal of command inhibits provides command enabling.

19 Command inhibiting: A command inhibit temporarily removes from a device or

software application the ability to send, receive, or execute a command. Inhibiting the
ability to send provides access control by preventing the sending of the command.
Inhibiting the ability to receive provides access control by a decision function that blocks
the command from being delivered to the managed object. Inhibiting execution of a
command prevents the behaviour of the managed object (i.e. prevents the behaviour of
the system, element, or payload by limiting the activity of the application).
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Note this object management notification type should NOT be used for conveying attribute
information changes that have specific notification types defined as a part of the object
definitions provided to meet the flight software and object standard. Nor should it be used to
convey attribute information where TOLs have been defined.

4.1.24 Notification Parameters

The standard specifies that all notifications should include the following mandatory or
optional parameters:

. The mandatory attribute change notification parameter that indicates the type of
notification.

. The attribute change parameter set consisting of the mandatory attribute change
definition parameter, optionally followed by the Additional Info Parameter.

The mandatory attribute change definition parameter is a set of sequences of the following

four parameters: Attribute ID, Old Attribute Value, New Attribute Value, and Source

Indication. Each sequence of the four parameters indicates a single attribute change. The

mandatory attribute change definition parameter set contains two mandatory parameters

and two optional parameters. The elements of the attribute change definition parameter N~—
set is as follows:

- The attribute ID identifies the attribute whose value change is being reported
and is a mandatory parameter in the set.

- The old value of the attribute is an optional parameter.

- The new attribute value identifies the current attribute value and is a
mandatory parameter in the set.

- The optional source indicator indicates the source of the operation that
commanded the generation of the attribute change and resulted in the
generation of this notification type. The optional source indicator has one of
the following types:

¢ InternalResource--the notification was generated in response to an
attribute change command through the internal operation of the managed
systems.
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* LocalOpenSystem--the notification was generated in response to an
attribute change command applied across the managed object boundary
but from within the managed system.

¢ RemoteOpenSystem--the notification was generated in response to an
attribute change command initiated from a remote managing system.

¢ Unknown--it was not possible to determine the source of the operation.

- The optional additional info data is provided to convey object class specific
information associated with the reason for the attribute value change
notification.

4.1.3 Object Management Service Definitions

The object management function will be provided by the detailed design of the DMS. The
DMS should have standard services to provide the services listed in the object management
model and object management notification sections. Examples of how DMS could map
these services to CMIS are provided in the ISO/IEC IS 10164-1. The design of the DMS
does not have to comply with that standard, but the capability of DMS will require the
functions of the standard.

4.1.4 Object Management Protocol and Abstract Syntax Definitions

The Flight Software Data and Object Standards, appendix D of the DMS ACD, calls for the
applicable document ISO/IEC 10165. This ISO/IEC standard, ISO/IEC 10165-2, defines
abstract syntax for the following notification types and their parameters:

. objectCreation
. objectDeletion
. attributeValueChange

4.2 State Management Function

This section of the document describes a management function that may be used by all other
application processes in the Space Station Freedom Program.

The State Management function is proposed to meet the requirements of the SSFP Tier 1 to
monitor and control the activities of the managed objects that form the system, elements and
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payloads. In addition, SSFP Tier 1 needs a consistent set of definitions related to
management of the states of Freedom’s systems, elements, and payloads. Tier 1 also needs
to be notified of these states of the configuration of Freedom.

In the concept of the management of Freedom managed objects, Tier 1 needs the ability to
examine and be notified of changes in state; to monitor overall operability and usage of
systems, elements, and payloads, in a consistent manner; and to control the general
availability of specific systems, elements, and payloads as a function of station modes. In
some cases, the systems, elements, and payloads will be subject to both command
constraints20 and managed object (system, element, or payload) resource constraints2! that
limit the availability and utilization of the objects. The attributes values related to the
resource constraints attributes are used to check and make the transitions among the states of
the objects.

The state of a managed object represents the instantaneous conditions of availability and
operability of the object and its associated systems, elements, and payloads from the point of
view of Tier 1 management. Different classes of managed objects have a variety of state
attributes that express and control aspects of the operation of their associated resources.
Nevertheless, the state can be common to a large number of systems, elements, and payloads.
For this reason, it is desirable to standardize the state management function. The
standardization of state management is to control the general availability of the systems,
elements, and payloads to make visible information about the general availability. If a
Freedom managed object (system, element, or payload) is not usable, then the states indicate
what kind of command (action) needs to be taken to make it usable.

A standard state management function that provides these basic needs would provide a
systematic and flexible command structure. The following sections include a description of
the state management function as standardized by ISO/IEC. This state management function
meets the needs of the Tier 1 components. Section 5 of this document includes findings,

20 Command constraints: Command constraints are sets of command inhibits to restrict and
block the listed commands from reaching or affecting a managed object.

21 Resource constraints: Resource constraints are attribute value limits associated with
managed objects that represents consumable resources. For example, most managed
objects have power consumed and heat generated attributes. Depending on the
operational states and power states of the managed objects and the number of managed
objects (system, element, or payload), the sums of the power consumed and heat
generated will determine the total power consumed and heat generated. The limits on the
sums or on the individual attribute values are resource constraints.
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recommendations, trades, and risks associated with this design of a standard state
management function.

4.2.1 State Management Model

Each Freedom object is subject to state management. The objects and their attributes are to
be defined in accordance with appendix D, the Flight Software Data and Object Standard of
the DMS ACD, (NASA, 1991 [SSP 30261]). These data standards refer to as an applicable
document, the SMI (ISO, 1991 [10165]). SMI part 1 and part 2 use the ISO functions
described in the ISO/IEC 10164. iThe ISO/IEC 10164-2, Information Processing Systems -
Open System Interconnection - System Management - Part 2: State Management Function
specifies the state management function. This specification provides complete detail on the
state management function and consistently defines terms that comply with the basic
reference model (ISO, 1984 [7498-1]), the Open System Management Framework (ISO,
1989 [7498-4]), the CMIS (ISO, 1990 [9595]), and the Open System Management Overview
(ISO, 1991 [10040)).

The international standard lists and specifies four primary factors that affect the state of
managed objects (i.e., systems, elements, and payloads) with regard to its corresponding
availability. Not all of these factors are applicable to every managed object. These are as
follows:

. Operability: Whether the managed object (system, element, or payload) is
physically installed and working.

. Usage: Whether the managed object (system, element, or payload) is actively in
use at a specific instant, and if so whether or not it has spare capacity for additional
users at that instant. A managed object (system, element, or payload) is "in use"
when it has received one or more commands or requests for service that it has not
yet completed or otherwise discharged, or when some part of its capacity has been
allocated, and not yet retrieved, as a result of a previous command or service
request.

. Administration: Permission to use or prohibit22 against using the resource
imposed through management services.

22 Prohibits: The administrative permissions and prohibits are controls used to stop
commands or processes while administration (the crew or the SSCC ground controllers)
monitors the attributes of the managed objects and control the managed objects. The
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. Status: Status contains more detailed information about other aspects of the state
of the corresponding managed object (system, element, or payload) that may affect
its operability and usage. Status states are used to support the FDIR aspects of the
objects in the managed object (system, element, or payload).

The state of systems, elements, and payloads do not affect their ability to be managed.

4.2.1.1 Operational State

The operability of objects within systems, elements, and payloads is described by the
operational state attribute, that has two possible values: object disabled, and object enabled.
These two state attributes are described in ISO/IEC 10164-2 clause 8.2.1. Figure 4 illustrates
the operational state diagram.

enable

Disabled Enabled
disable

Figure 4. Operational State Model for Managed Objects

On the space station, some classes of managed objects (for example, firmware modules)
exhibit only a constant enable value for the operational state. When an object within
systems, elements, and payloads has no dependencies on other objects and no components
that can develop visible defects, the managed object may not exhibit the disabled operational
state. Likewise, a managed object that ceases to provide services when the managed object
(system, element, or payload) becomes inoperable does not exhibit the disabled operational
state. When a managed object (system, element, or payload) ceases to supply services, but
there is still a managed object maintaining state attributes about the object within the
managed object (system, element, or payload), then the operation state becomes disabled.
For example, if ISE is tracking the operational state of a secondary power relay when the
primary power distribution affecting the secondary power relay is switched off, the
secondary power relay is operationally disabled even if the relay switch position is normally
closed.

administrative permission and prohibits are effectively locks on the use of the managed
resources.
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It is the natural operation (behaviour) of the managed objects (systems, elements, and
payloads) that cause the operational state transitions of managed objects to occur; therefore,
Tier 1 cannot command a managed object to change from one operational state to another.
Tier 1 or any other requester of information can only gather information about the
operational state of a managed object; i.e., the operational state is a read-only attribute.
(Note that if a managed object has a defined action command that results in an object
behaviour that transitions the operational state, then reading the operational state attribute
confirms that the action command resulted in the managed object behaviour.)

Thus, managed object specific events associated with the managed object (system, element,
or payload) cause specific transitions from one operational state value to another. These
events and transitions are defined as follows:

Object enable event: This event consists of action being taken to make the managed object
(system, element, or payload) partially or fully operational. This event can occur only if the
object of the managed object (system, element, or payload) is disabled. The object enable
event causes a transition to the object enabled state.

Object disable event: This event consists of action being taken to make the managed object
(system, element, or payload) totally inoperable. The object disable event causes a transition
to the disabled operational state.

4.2.1.2  Usage State

The usage of a managed object (system, element, or payload) is described by the usage state
attribute that has three possible values: idle, active, and busy. These states are the normal
run-time states that describe the normal run-time envelope of the systems, elements, and
payloads. These state attribute values are described further in ISO/IEC 10165-2, clause
8.1.1.2. Figure § illustrates the object usage state model.

On Freedom, some classes of managed objects in the systems, elements, and payloads
exhibit only a subset of the possible usage state values. The managed objects that support
only one user do not exhibit the active usage state, they are either idle or busy. The objects
that have no practical limit on the number of users do not exhibit the busy usage state (for
example the on-board local area network). The set of usage state values supported is
specifically in the managed object definitions of each individual managed object.

It is the natural operation (behaviour) of the managed object (system, element, or payload)

that causes usage state transitions to occur; therefore, Tier 1 commands cannot request a
managed object to change from one usage state to another. Tier 1 or any other managed
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object (system, element, or payload) can only gather information about the usage state of any
other managed object (system, element, or payload). The usage state is a read-only attribute.

New user (single user)
new user 'l new user or :l

CD

IDLE ACTIVE BUSY

LEGEND
last user quit user quit or Cl = Capacity Increase

—_F‘-—F—Cl_ CD = Capacity Decrease

user quit (single user object)

Figure 5. Usage State Model for Managed Objects

Specific reasons associated with the managed object (system, element, or payload) cause
transitions from one object usage state to another. These reasons and transitions are
summarized as follows:

New user transition: This consists of some user commencing to command the contained
managed objects in the system, element, or payload. This transition can occur only if the
contained managed object’s operational state is object enabled and its usage state is either
idle or active. The contained managed object new user causes a transition if, after the new
user begins, the resource represented by the contained managed object in the system,
element, or payload has:

. Sufficient capacity to provide for additional users, the usage state becomes or
remains active. (For example managed objects such as, queues, journalizing
services, mass storage units, recorders, C&T, Primary Power System, etc., may
have spare capacity.)

o No operating capacity to spare for additional users, the usage state becomes busy.
Object user quits transition: This transition consists of an existing user of the managed

object terminating its use. It can occur only if the managed object usage state is either active
or busy. It can result from a change of operational state from object enabled to object
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disabled. The object user quitting causes a transition if, after the user quits, the contained
managed object in the system, element, or payload has:

. Existing users, the usage state becomes or remains active.
. No users, then the usage state become idle.

Capacity increase transition: This transition consists of an increase in the maximum
operating capacity of the managed object. It is significant only if the managed objects usage
state is busy. The capacity increase causes a transition to the active state if the managed
object is in the busy state. Capacity increase transitions occur if attribute values representing
the capacity of the managed objects increase.

Capacity decrease transition: This transition consists of a decrease in the maximum
operating capacity of the managed object. It is significant only if the managed object’s usage
is active. The capacity decrease causes a transition as follows:

. If, after the transition, the managed object still has spare operating capacity, the
usage state remains active.

. If, after the transition, the managed object has no spare capacity, the usage state
becomes busy.

. If the managed object is in the busy state when a capacity decrease occurs, the
managed object will continue to reside in the busy state until either a capacity
increase transition or a user quit transition occurs.

4.2.1.3 Administrative State

The administration of managed objects operates independently of the operability and usage
of managed objects and is described by the administrative state attribute, which has three
values. These three values are called locked, unlocked, and shutting down and are
described further in ISO/IEC 10164-2, clause 7.1.3. Figure 6 illustrates the administrative
state model. '

Some classes of managed objects exhibit only a subset of the possible administrative state
values. Some systems cannot be shut down gracefully, and hence their corresponding
managed objects do not exhibit the shutting down state. The actual subset of administrative
state values supported varies from one class of managed object to another and is specified in
each individual managed object definition. For example, commands from Tier 1 can request
a managed object to change from one administrative state to another. Tier 1 can gather
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information about the administrative state of any object of a managed object (system,
element, or payload). The administrative state is a read-only attribute and its value is the
result of the behaviour of the object, its use, and the commands from Tier 1.

UNLOCKED
DISABLED ENABLED
—) IDLE ACTIVE BUSY
- . _d
| E
DISABLED ENABLED ENABLED
IDLE ACTIVE BUSY
‘__
LOCKED ( CONTROLLER USES) SHUTTING DOWN

Figure 6. The Administrative State Model for Managed Objects

The specific events associated with the managed object cause specific transitions from one
administrative state value to another, depending upon the original value of the administrative
state, the specific event, and upon the number of users of the resource. These events and
transitions are summarized in the following description of events.

Unlock event: This event consists of an operation (a sequence of commands) being
performed at the managed object to unlock its process (behaviour). The event can occur
only if the managed object’s administrative state is locked23 or shutting down. It causes a

23 Locked managed objects: The administrative lock prevents user's access to the behaviour
of managed objects. The administration authority continues to have access to the

52



transition to the unlocked administrative state. For example, this event would occur in the
process of affecting a change in space station mode. The unlock event could occur at the
completion of a station mode transition. The unlock event would allow the behaviour of the
managed objects to become available to the users. Only those systems, elements, and
payloads affected by the station mode would experience the unlock event.

Lock event: This event consists of an operation (a sequence of commands) being performed
at the managed object to lock its corresponding process (behaviour). The lock event causes a
transition to the locked administrative state. For example, the locked administrative state
could be used to prevent a managed object from receiving any commands from any source
other than the current space station commander. The locked administrative state is
independent from the operational and usage states and does not prevent the operation of the
managed object. Another example of the lock event would occur for all systems, elements,
and payloads affected by a station mode transition requiring the complete control of those
systems, elements, and payloads during the station mode transition.

Shut down event: This event consists of an operation (a sequence of commands) being
performed at the managed object to shut down its process (behaviour). The shut down event
can occur only if the managed object’s administrative state is unlocked. For example, the
shut down event occurs during a station mode transition that requires the deactivation of
managed objects contained in the systems, elements, and payloads. It causes a state
transition if, at the time of the event, the managed object contained in the managed object
(system, element, or payload) has:

behaviour of the managed objects. If the current administration authority were a null set,
then the locked managed object externally inhibits the managed object. (See definition
of inhibits.) SSFP administrative authority consists of any authorized source. The
possible administrative authorized sources include crew, the SSCC ground controllers,
the POIC controllers, and international partner personnel.

Locked DMS objects: The DMS object lock prevents user's access to the replacement of
RODB values. The current command authority continues to have access to the
replacement of the RODB values. If the current command authority were a null set, then
the locked DMS object externally inhibits the DMS object. (See definition of inhibits.)
Notice that if all commands to an object are required to be inhibited, then one way to
implement command inhibits would be for all commands to write an enable command
attribute. This enable command attribute would need a DMS object to store the written
state of the command. A DMS object lock would then prevent any unauthorized change
in the enable command attribute, therefore, inhibiting the command.
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] Existing users, the administrative state becomes shutting down
. No users, the administrative state becomes locked

User quits event: This event consists of an existing user of the resource terminating its use.
It can occur only if the managed object administrative state is unlocked or shutting down.
If the administrative state is unlocked, no administrative state transition occurs. If the
administrative state is shutting down, the user quit event causes a transition if, after the
event, the object in the managed object (system, element, or payload) has:

e  Existing users, the administrative state remains as shutting down
. No users, the administrative state becomes locked

4.2.1.4 State Attribute

The state attribute is a group attribute that includes the combination of the operational state,
the usage state, and the administrative state. The state attribute is a read-only attribute. The
value depends upon the combination of the operational, usage, and administrative state
attribute each managed object supports. Changes in the value of the state attribute are not
conveyed by the attribute value change notification type. The values of the state attribute
may be included in summarization notifications (TOLSs) or they may be read by a DMS
service (ACTION READ).

4.2.1.5 Status States

The status states of the station’s managed objects are independent of the operability and
usage states. The status states contain more information about the administrative
constraints24 on the object’s processes (behaviour). These status state values are described
further in ISO/IEC 10164-2, clause 8.1.2. The status attribute values applicable to the
administrative constraints are as follows:

The alarmStatus attribute is a set-value and read-write. (Note: in this document, the
international method of creating object class, attribute type, and attribute value names is
used. To make a name, descriptive phases are concatenated and capital letters start each
word in the concatenation.) If applicable to and defined in the object class, it can have one
or more of the following values:

24 Administrative constraints: Administrative constraints are restrictions on the usage and
availability of managed objects. For example, administrative constraints include power
status, failure status, test status, preference status, etc.
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UnderRepair: The object is currently being repaired. When the under repair value
is present, the value of the availability status attribute is failed. The operational
state of the managed object is disabled or enabled.

AlarmOutstanding: One or more FDIR alarm messages with probable cause
indicating a fault has been reported for the managed object (system, element, or
payload) and has not been cleared. (Note alarm messages are defined in ISO/IEC
10164-4 and are described in section 4.4 of this document.) These faults may or
may not have been disabling. If the operational state is enabled, additional
attributes particular to the object class, such as built-in test results, indicate the
services that are affected and the nature of the fault.

The critical severity level indicates immediate corrective action is required. (See
section 4.4 for a discussion of OSI severity levels.)

The major severity level indicates urgent corrective action is required.

The minor severity level indicates corrective action should be taken to prevent
serious failure.

The proceduralStatus attribute is set-valued and read-only. These attribute values help to
determine the space station procedural state. The procedural status is the run-time envelope
supporting the initialization and termination of Freedom managed objects. This includes the
initial start-up of the station, the start-up of partial assemblies, the start-up from a shut down,
the sectional start-up from a component failure, the sectional start-up from sectional
upgrades of hardware or software, the recovery from power outages, and the activation of an
off-line or standby unit as part of FDIR. It can have one or more of the following values, not
all of which are applicable to every class of managed object:

InitializationRequired: The managed object (system, element, or payload)
requires initialization before it can be available for use, and this procedure has not
been initiated. The manager (Tier 1) may be able to invoke such initialization
through an action command. The operational state is disabled.

Initializing: The managed object (system, element, or payload) requires
initialization before it can be available for use, and this procedure has been initiated
but is not yet complete. When the condition is present, the initialization required
condition is absent, since initialization has already begun. The operational state is
disabled.
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o Reporting: The managed object (system, element, or payload) is in the process of
reporting (generating a notification as part of its predefined managed object
behaviour. When the condition is present, the operational state is enabled.

o Terminating: The managed object (system, element, or payload) is in the process
of transiting to the dormant state. When the condition is present, the operational
state is enabled.

The availabilityStatus attribute is set-valued and read-only. The status attribute supports
the determination of the station checkout state, the station initialization state, the station
dormant state, and the station safing state. The station checkout state is the run-time
envelope supporting on-board checkout. The station dormant state is the run-time envelope
supporting low power consumption. The station safing state is the run-time envelope
supporting the safety of the crew. It can have one or more of the following values, not all of
which are applicable to every class of managed object on-board the space station:

° InTest: The managed object (system, element, or payload) is undergoing a test
procedure. If the administrative state is locked or shutting down, then other users
are precluded from using the object and the control status attribute has the value
reservedForTest. Tests that do not exclude the use of the object do not require the
establishment of the reservedForTest value in the control status attribute.

. Failed: The managed object (system, element, or payload) has a fault that prevents
the object from operating correctly. The failure has been detected by an internal
check, as opposed to human speculation. The operational state is object disabled.

. PowerOff: The managed object (system, element, or payload) requires power to be
applied and is not powered on. For example, a standby unit that has not failed.
The operational state is disabled. PowerOn is the complement to powerOff
except that the operational state can be either object disabled or object enabled.

. OffLine: The managed object (system, element, or payload) requires some
switching operation (sequence of commands) to be performed to make it available
for use. The switching operation may be manual or automatic or both. The
operational state is object disabled. (The off-line attribute could help determine
the station dormant mode. In combination with the powerOff value, the station
dormant status is determined.) OnLine is the complement to offLine.
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OffDuty: The managed object (system, element, or payload) has been made
unavailable in accordance with an on-board operating plan. Some command and
control processes within the command and control structure have taken the
managed object (system, element, or payload) out of service at a scheduled time.
The operational state is object disabled. OnDuty is the complement to offDuty.

Dependency: The managed object (system, element, or payload) cannot operate
because some other resource on which it depends is disabled. For example, a
device is not accessible because its controller is powered off. The operational state
is object disabled. NotDependent is the complement to dependency.

Degraded: The managed object (system, element, or payload) has degraded in
service, such as in speed or operating capacity. Failure of test or an unacceptable
performance measurement has established that some or all services are not
functional or are degraded due to the presence of a defect, fault, or error. However,
the managed object (system, element, or payload) remains available for service,
either because some services are satisfactory or because degraded service is
preferable to no service at all. Object specific attributes may be defined to
represent further information. For example, the failure isolation and recovery
services may indicate which services are not functional. The operational state is
object enabled.

Notlnstalled: The managed object (system, element, or payload) is not installed or
is incompletely installed. For example, a plug-in module is missing or a cable is
disconnected. Installed is the complement to notInstalled. The operational state
is disabled.

LogFull: The managed object class of log is reporting a log full condition
indicating that the managed object class instance is not available.

The controlStatus attribute is read-write and set-valued. The control status attribute is the
set of attributes that support the operations for management service controls. These
attributes are related to command inhibits, command constraints, command overrides,
interlocks, and command procedures. It can have one or more of the following values, not
all of which are applicable to every class of managed object:

SubjectToTest: The managed object (system, element, or payload) is currently
under test. The administrative state is unlocked.
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. PartOfServicesLocked: This value indicates whether a Tier 1 inhibit has
administratively restricted a particular part of a service from the users of the
managed object (system, element, or payload). Examples are command constraints,
outgoing message discriminators on FDIR reports or TOLs.

. ReservedForTest: The managed object (system, element, or payload) has been
made administratively unavailable to normal users because it is undergoing a test
procedure. The administrative state is object locked.

e  Suspended: Service has been administratively suspended to the users of the
resource. The administrative state is locked.

Additional state change information is a parameter of the notifications that report status
attributes. Special space station attributes can be reported in this parameter. The ISO
standards name the parameter: additionalStateChangeInfo. The SSFP override attribute
and the SSFP readOnly attribute are proposed to be included in the
additionalStateChangelnfo parameter.

. Override: (The override value is not a standardized attribute of ISO/IEC 10165-2.)
This value would indicate that an override has been issued to the managed object
(system, element, or payload). The attribute value is set depending on override
events that are related to allowing the commanding of the managed object (system,
element, or payload) without regard to command constraints, object resource
constraints, or thresholds, or object behaviour constraints. The commanded object
is forced to produce a result that is contrary to the normal logic of its software
process. The override event is established through one or more of the following:

- The administrative lock event which takes control of an object from its users
and allows control from another commander.

- The interactive control event of an otherwise automated process.

- The commanding of an abort, of a reverse, of a change decision, or of a
reconfiguration made by a software process.

- The commanding of a reversal of some barrier to command execution, such as
a command inhibit or a command constraint.

° ReadOnly: Tier 1 may require the suspension of the write capabilities of the DMS

data objects or managed system (system, element, or payload) for a period of time.
For this purpose the read only value is provided to indicate that write operations by
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the managed object (system, element, or payload) are administratively prohibited
on the DMS objects. This is a command inhibit that prevents DMS ACTION
WRITE services on DMS objects.

The standby status attribute is used only if a back-up relationship exists. (Section 4.3
includes attribute definitions of the relationship attributes.) The standby status attribute
indicates if the back-up managed object is a hot standby, a cold standby or providing service.
The attribute is single-valued and read-only. The standby status attribute has the following
attribute values:

. ProvidingService: The back-up resource is providing service and is backing up
another resource. The providing service condition is mutually exclusive with the
hot standby and cold standby conditions.

. HotStandby: The resource is not providing service, but is operating in synchrony
with another resource that is to be backed-up (e.g., a computer shadowing another
computer). A resource with a hot standby status will be immediately able to take
over the role of the resource to be backed-up, without the need for initialization
activity, and will contain the same information as the resource to be backed up.
The hot standby condition is mutually exclusive with the cold standby and
providing service conditions.

. ColdStandby: The resource is to back-up another resource, but is not
synchronized with that resource. A resource with a cold standby status will not be
immediately able to take over the role of a resource to be backed up and will
require some initialization activity.

4.2.2 State Change Notifications

There is one ISO standardized notification type defined for reporting the change in the
values of one or more of the standardized state attributes of a managed object. The reported
change may result through either the internal operation of the managed on-board system
(system, element, or payload) or via command operations directed to the managed on-board
system (system, element, or payload). If the state attributes are included in the normal space
station TOLs from the systems and elements, then the state change notification should have a
discriminator so that it can be disabled. The advantage to using the standardized notification
is efficiency of communication bandwidth. Using the standardized notifications removes the
reporting of state variables from the TOLs. The advantage to using TOLSs to report state
variables is that the SSCC has periodic updates to indicate that the states have not changed.
The standardized state change notification uses the parameters shown in table 2.
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Table 2. Parameters for the State Change Notification

PARAMETER Mandatory/Optional
/Conditional
source Indicator Mandatory
notification type Mandatory
event time Optional
list of parameters corresponding to the state Mandatory
attribute whose values change

old values of the operational state attribute Optional
current values of the operational state attribute Conditional
old values of the usage state attribute Optional
current values of the usage state attribute Conditional
old values of the administrative state attribute Optional
current values of the administrative state attribute Conditional
old values of the alarm status attribute Optional
current values of the alarm status attribute Conditional
old values of the procedural status attribute Optional
current values of the procedural status attribute Conditional
old values of the availability status attribute Optional
current values of the availability status attribute Conditional
old values of the control status attribute Optional
current values of the control status attribute Conditional
correlated notifications Optional
additional text Optional
additional state change info Optional
current time Optional

4.2.3 State Management Service Definitions

The state management function will be provided by the detail design of the DMS. The DMS
should have standard services to provide the services listed in the state management model
and state management notification sections. Examples of how DMS could map these
services to CMIS are provided in the ISO/IEC IS 10164-2. The design of the DMS does not
have to comply with ISO/IEC IS 10164-2, but the capability of DMS will require the
functions of the standard.

60



4.2.4 State Management Protocol and Abstract Syntax Definitions

The Flight Software Data and Object Standards, appendix D of the DMS ACD, calls for the
applicable document ISO/IEC 10165. This ISO/IEC standard, 10165-2, defines standard
abstract syntax for the following state management attributes.

. additionalStateChangelnfo
state

operationalState
oldOperationalState
newQOperationalState
usageState
oldUsageState
newUsageState
administrativeState
oldAdministrativeState
newAdministrativeState
alarmStatus
oldAlarmStatus
newAlarmStatus

° proceduralStatus
oldproceduralStatus
newproceduralStatus
availabilityStatus
oldAvailabilityStatus
newAuvailabilityStatus
o controlStatus

° oldControlStatus

° newControlStatus

. standbyStatus

. oldStandbyStatus

. newStandbyStatus

The ISO/IEC IS 10164-2 also defines abstract syntax for the mapping the parameters of the
state change notification to the parameters of CMIS. (See ISO/IEC IS 10164-2, clause 11.).
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4.3 Attributes for Representing Relationships

This section of the document describes the relal;ionship25 attributes that may be used by
application processes in the Space Station Freedom Program. These relationship attributes
are proposed to meet the requirements of the SSFP Tier 1 to monitor and control station
relationships such as back-up and backed-up objects, primary and secondary objects, station
modes and system objects supporting station modes, and owner and member objects.
Freedom has such relationships and Tier 1 needs to understand any changes in such
relationships. For example, each station mode could be considered a collection of Freedom-
managed systems (system, elements, or payloads) working to a set of station mode rules.
The transitioning among these station modes would show changes in command constraints,
object resource constraints, configuration state attributes (see the state management function,
section 4.2), and rules governing the interactions among the systems, elements, and payloads.
Also, if objects within the systems, elements, and payloads are backed-up, then when the
system switches its back-up and backed-up units, Tier 1 management needs to know the
relationship has changed.

Standard attributes for representing relationships that provide these basic needs would form a
part of a systematic and flexible command structure. The following sections include
descriptions of the attributes for representing relationship standardized by ISO/IEC. These
attributes meet the needs of the Tier 1 components. Section 5 of this document includes
findings, recommendations, trades, and risks associated with this design of standard
attributes for representing relationships.

4.3.1 The Model of Attributes for Representing Relationships

Each Freedom object is subject to attributes for representing relationships. The objects and
their attributes are to be defined in accordance with appendix D, the Flight Software Data
and Object Standard of the DMS ACD, (NASA, 1991 [SSP 30261]). This data standard
refers to an applicable document, the SMI (ISO, 1991 [10165]). SMI part 2 contains the ISO
attributes used for relationships as described in ISO/IEC 10164-3, Information Processing
Systems - Open System Interconnection - System Management - Part 3: Attributes for

25 Relationship: An OSI relationship is a set of rules that describe how the operation of one
part of a system, element, or payload affects the operation of other parts. A relationship
is said to exist among managed objects when the operations of one managed object
affects the operation of the other managed objects. For a relationship to be significant
within the context of managing the operation of Freedom, sufficient information must be
available to allow Tier 1 to identify the managed objects involved and the rules
governing their interaction.
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representing Relationships. The ISO/IEC 10164-3 standard provides more detail on the
attributes for representing relationships, and it consistently defines terms that comply with
the basic reference model (ISO, 1984 [7498)), the Open System Management Framework
(ISO, 1989 [7498-4]), the CMIS (ISO, 1990 [9595]), the Open System Management
Overview (ISO, 1991 [10040]), and the other parts of ISO/IEC 10164.

The standard ISO/IEC 10164-3 defines and explains standards for direct, indirect,
symmetric, and asymmetric relationships between two objects.

The standard also identifies three categories of relationships: containment, reciprocal, and
one-way. A containment relationship is defined in ISO/IEC 10165-1 and is used for naming
and transitioning the managed object to a dormant state. The Fli ght Software Data and
Object Standard of the DMS ACD, (NASA, 1991 [SSP30261]) uses the containment
relationship for the naming of Freedom’s objects. ISO/IEC 10164-3 defines reciprocal
relationships as a special reciprocal binding between two managed objects that point to each
other. ISO/IEC 10164 defines the one-way relationship as a special binding that points in
one direction.

The standard defines five types of reciprocal relationships: service, peer, fallback, back-up,
and group. All of these five types could be used to describe the relationships among
Freedom’s objects, systems, elements, and payloads. The service relationship is an
asymmetric relationship denoting rules of service between the first of a pair of managed
objects that is a providing service to the second object that is using the service. A peer
relationship is a symmetric relationship describing the rules of communication between pairs
of similar managed objects. The fallback relationship is an asymmetric relationship denoting
the second of a pair of managed objects (the secondary object) capable of serving as a
fallback or "the next preferred choice” to the first managed object. The back-up relationship
is an asymmetric relationship denoting the back-up rules between a pair of managed objects.
The second of a pair of managed objects (the back-up object) is providing back-up to the
first object (the backed-up object). The back-up object is in the object disabled state. The
group relationship provides the rules related to the membership of an object to a group of
objects. The group relationships are used to relate many objects from the same or different
classes to some identified functional or administrative use.

In order to manage the relationships, managed objects are instantiated with the attributes that
have values representing the rules of the relationship between the managed objects. The SMI
standard (ISO/IEC 10165-2) defines the syntax of these attributes for relationship
management. The ISO/IEC 10164-3 standard describes the semantics of these relationship
attributes. The ISO/IEC 10165-2 standard includes the following relationship attributes:
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The provider object attribute can be included in all objects that provide services, and it
identifies one or more managed objects acting in a service-provider role with respect to the
managed object receiving provider services. The attribute also identifies the order in which
service is provided. If the same priority is applied to more than one managed object, then
the order of priority is a local matter. The provider object attribute is set-valued and read-
write.

The user object attribute can be included in all objects that use services of other objects.
The user object attribute identifies one or more managed objects acting in a user role with
respect to the managed object. The attribute also identifies the order of user priority. If the
same priority is applied to more than one managed object, then the order of priority is a local
matter. The user object attribute is set-valued and read-write.

The peer attribute is used in a managed object definition to identify another managed object
that acts in the peer role with respect to the managed object. The peer attribute is single-
valued and read-only.

The primary attribute is used in a managed object definition to identify one or more
managed objects acting in a primary role with respect to the managed object. The attribute
also identifies the order of priority in which they act in a primary role. If the same priority is
applied to more than one managed object, then the order of priority is a local matter. The
primary attribute is set-valued and read-write.

The secondary attribute is used in a managed object definition to identify one or more
managed objects acting in a secondary role with respect to the managed object. The attribute
also identifies the order of priority in which they actin a secondary role for the defined
managed object. If the same priority is applied to more than one managed object, then the

order of priority among these managed objects is a local matter. The secondary attribute is
set-valued and read-write.

The backup object attribute can be included in defined managed objects to identify a
managed object acting in a back-up role with respect to it. The back-up object attribute is
single-valued and read-only, although its value is null if the managed object that owns the
attribute is currently active and not in need of back-up service. The back-up object attribute
forms the back-up object parameter defined in the alarm reporting function standard
(ISO/IEC 10164-4).

The backed up object attribute can be included in defined managed objects to identify a
managed object acting in a backed up role with respect to it. The backed up object attribute
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is single-valued and read-only, although its value is null if the managed object that owns the
attribute is not currently active as a back-up on behalf of any other object.

The member object attribute can be included in defined managed objects to identify one or
more managed objects acting in the member role with respect to that managed object. The
member object attribute is set-valued and read-write.

The owner object attribute can be included in defined managed objects to identify one or
more managed objects acting in the owner role with respect to that managed object. The
owner object attribute is set-valued and read-write.

The relationships attribute group comprises all of the relationship attributes of a managed
object. The identifier of this group is the same for all objects of all classes. The attribute is
set-valued and read-only. If a read service like RODB READ is made of the identifier of
this group attribute, then the set of attribute identifiers and the values of the attributes in the
attribute group are returned.

4.3.2 Notification of Changed Attributes that Represent Relationships

The relationship change notification is used to report the changes in the value of one or more
relationship attributes of a managed object. The changes are either the result of an internal
behaviour of the managed objects or as the result of management commands. The
relationship Change notification has the parameters shown in Table 3.

4.3.3 Attributes and Objects for Representing Relationships Service Definitions

The attributes and objects for representing relationships will be provided by the detail design
of the ISE. Examples of how ISE and DMS could map these attributes and objects into
communications’ services to be carried by CMIS are provided in the ISO/IEC IS 10164-3.
The designs of the ISE and DMS do not have to comply with ISO/IEC IS 10164-3 but the
functions of the space station relationship management will require equivalent services and
relationship information.

4.3.4 Attributes for Representing Relationship’s Protocol and Abstract Syntax
Definitions

The attributes for representing relationships are defined and explained by the ISO/IEC IS
10164-3. The ISO/IEC IS 10165-2, defines the abstract syntax for the relationship attributes.
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Table 3. Parameter of the Changed Attributes of a Relationship Change Notification

PARAMETER Mandatory/Optional
/Conditional
source Indicator Mandatory
notification type Mandatory
event time Optional
list of parameters corresponding to the relationship Mandatory
attributes whose values change are being
reported and the additional info parameter

old value of the user object attribute Optional
current values of the user object attribute Conditional
old value of the provider object attribute Optional
current values of the provider object attribute Conditional
old value of the peer attribute Optional
current values of the peer attribute Conditional
old value of the primary attribute Optional
current values of the primary attribute Conditional
old value of the secondary attribute Optional
current values of the secondary attribute Conditional
old value of the backup object attribute Optional
current values of the backup object attribute Conditional
old value of the backed-up object attribute Optional
current values of the backed-up object attribute Conditional
old value of the owner attribute Optional
current values of the owner attribute Conditional
old value of the member attribute Optional
current values of the member attribute Conditional
correlated notifications Optional
additional text Optional
additional state change info Optional
current time Optional
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The ISO/IEC IS 10165-3 specifies the following attributes for representing relationships:

additionallnfo
providerObject
userObject

peer

primary
secondary
backUpObject

e  backedUpObject
. member

. owner

The ISO/IEC IS 10165-2 specifies the relationshipChangeRecord as a supporting object for
representing relationships. The relationship change record is needed to support the logging
of the relationship changes. Section 4.6 of this document describes the log control function.

4.4 Alarm Reporting Function

This section of the document describes the alarm26 report function that may be used by the
application processes in the Space Station Freedom Program. This alarm reporting function
is proposed to meet the requirements of the SSFP Tier 1 to monitor and control C&W alarms
such as fire, smoke, pressure levels, and other threshold levels set by either Tier 1
management or a managed object (system, element, or payload). The ISE as part of Tier 1
needs to understand alarm reports27 (notifications) and needs to have established agreements
in the form of interface control documents (ICDs) that specify the standards used to provide
the types of alarm notifications and standard meanings of the reported parameterszg. For
example, standard alarm types could be related to communications, quality of service,

26 Specified alarm: An ISO/IEC specified alarm is a notification of the form defined by the
ISO/IEC IS 10156-4 alarm function and a specific event. An alarm may or may not
represent an error.

27 Alarm report: An alarm report is a specific type of event report used to convey alarm
information.

28 Parameter of a notification: A parameter of a notification is the reported bit field that is
to be filled with an attribute value. The coding of the attribute value in the parameter is
to follow the standardized ASN.1 transfer syntax as specified in the ISO/IEC IS 10165-2.
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equipment, environment, safing, mode changes, etc. These alarm types could be prioritized
and discriminated for action by Tier 1 management operations. The identification and
standardization of probable cause information would aid the analysis of the alarm root cause.
Also, the correlation of alarm notifications could relate the alarms and aid the resolution of
the problems. The logging of alarms is also important, so the identification and
standardization of logging records would aid in managing the alarms.

A standard alarm management function that provides these basic needs would form a part of
a systematic and flexible command structure. The following sections include a description
of the alarm management function as standardized by ISO/IEC. This alarm management
function meets the needs of the Tier 1 components. Section 5 of this document includes
findings, recommendations, trades, and risks associated with this design of a standard alarm
management function.

4.4.1 The Model of the Alarm Function

Each Freedom object is provided a DMS STSV for the generation of C&W alarm
notifications. The objects with their attributes, their notifications, and the attributes to be
monitored by the DMS C&W STSYV are to be defined in accordance with appendix D, the
Flight Software Data and Object Standard of the DMS ACD, (NASA, 1991 [SSP 30261]).
This data standard refers to an applicable document the SMI, (ISO, 1991 [10165]). SMI
part 2 contains the ISO attributes and objects used for alarm reporting as described in
ISO/IEC 10164-4, Information Processing Systems - Open System Interconnection - System
Management - Part 4: Alarm Reporting Function. The ISO/IEC IS 10164-4 standard
provides a standard way of reporting alarms, errors and related information. The SMI
standard (ISO, 1991 [10165]) defines syntax for the attributes, objects, and the generic
notification of the alarm function. The ISO/IEC 10164-4 standard describes attributes,
objects, and the generic notification of the alarm function. The ISO/IEC standard 10164-4
provides detail on the attributes and objects for the alarm reporting function, and it
consistently defines terms that comply with the Basic Reference Model (ISO, 1984 [7498-
1]), the Open System Management Framework (1SO, 1989 [7498-4]), the CMIS (ISO, 1990
[9595]), the Open System Management Overview (ISO, 1984 [7498-1)), and the other parts
of ISO/IEC 10164. In addition, the committee draft (CD) standard on workload monitoring
(ISO, 1991, [CD 10164-11]) provides a model of the thresholds used to generate alarm
notifications.

The standard model in ISO/IEC 10164-4 contains criteria for reporting the severity of the
alarms, types of alarms concerning detected faults or abnormal conditions, a way to include
correlations of alarms in notifications, a common set of types of notifications, and records
for logging alarm notifications. The standard specifies five alarm notification types and their
parameters and semantics. The standard also gives a generic set of values and guidance as to
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how the information concerning the alarm can be categorized. In addition, the standard
defines an alarm record object that allows alarm notifications to be logged as specified in
ISO/IEC 10164-6.

The ISO/IEC 10164-4 standard defines a generic alarm notification that reports five generic
alarm notification types.

Communication alarms associated with the behaviours required to convey
information from one point to another.

Quality of service alarms associated with degradation in the performance of a
service.

Processing alarms associated with a software or processing fault.
Equipment alarms associated with an equipment fault.

Environment alarms associated with a condition related to an enclosure in which
the equipment or managed objects reside.

The ISO/IEC 10164-4 standard defines a mandatory parameter that qualifies the probable
cause of the alarm. The standard defines and registers a set of probable causes that have
wide applicability. The standard specifies that the probable cause values are to be indicated
in the behaviour clause of the object class definition. The standard defines and explains the
following probable causes (possible Freedom applications are listed first):
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Fire

Smoke detection

Enclosure door open
High/low ambient temperature
High/low humidity
Heating/cooling system failure
Ventilation system failure
Toxic gas

High/low pressure

Power problem

Pump failure

Loss of signal

Framing error

Local transmission error
Remote transmission error
Call establishment error
Degraded signal

Response time excessive
Queue size exceeded

Bandwidth reduced
Retransmission rate excessive
Threshold crossed

Storage capacity problem
Version mismatch (Configuration
Management Error)

Corrupt data

CPU cycles limit exceeded
Software error

Out of memory

Underlying resource unavailable
Timing problem

Processor problem

Terminal problem

External interface device problem
Dataset problem

Multiplexer problem

Receiver failure

Transmitter failure

Trunk card problem

The standard specifies an optional parameter to further refine the probable cause of the alarm
notification. The standard calls it the specific problems parameter. The standard suggests
that further specific problem identifiers should be defined and registered using the
registration procedures defined for ASN.1 Object Identifier values in ISO 8824.

The standard specifies six perceived severity levels for conveying the effected capability of
the managed object associated with the alarm notification. The standard lists the severity
levels as follows:

o The cleared severity level indicates the clearing of one or more previously
reported alarms. This alarm clears all alarms reported by the managed object of the
same alarm type, probable cause, and specific problems parameter. Associated
notifications that are correlated may be cleared by using the correlated notification
parameter (listed below).
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e  The indeterminate severity level indicates that the effect of the problem can not
be determined.

e  The critical severity level indicates that immediate corrective action is required.
. The major severity level indicates that urgent corrective action is required.

. The minor severity level indicates that corrective action should be taken to prevent
serious failure.

° The warning severity level indicates that diagnostic action (if necessary) and
corrective action to prevent the progression of the fault to a failure should be taken.

The standard specifies an optional backed-up object instance parameter. This parameter
has the value of the relationship attribute, backedUpObject. The use of this parameter in
conjunction with the severity parameter allows assessment of the seriousness of the reported
fault and the ability of the system as a whole to continue to provide services.

The standard specifies an optional severity trend parameter. If present, it indicates there is
one or more outstanding alarms that have not been cleared from a managed object. The
severity trend indicator has three levels:

. The more severe level indicates the current alarm is of higher severity than any of
the outstanding alarms.

. The no change severity level indicates the current alarm is of the same severity as
the most severe of any of the outstanding alarms.

. The less severe level indicates the current alarm is of lower severity than at least

one of the outstanding alarms.

The standard specifies a required conditional threshold information parameter when the
alarm is the result of crossing an ISO threshold29. It consists of four subparameters30:

2% Threshold: An ISO threshold is modeled as an attribute with two levels: the triggering
level and the clear level. Each of these threshold levels may be triggered on either an
increasing or decreasing gauge values. By setting the attributes of the two threshold
levels and values of the decreasing and increasing attributes, an ISO threshold can be
functionally set to have a specified hysteresis (the difference between the triggering level
and the clear level) and trigger or clear only on the first crossing in an increasing or
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e  The triggered threshold attribute value identifies the threshold attribute that
caused the alarm notification.

e  The threshold level attribute value consists of either a gauge threshold value and
the gauge hysteresis value or a counter threshold value.

) The observed value attribute value that crossed the threshold value.

. The arm time attribute value is the time when the threshold experienced an object
enabled event. (For resettable counter thresholds, the object enabled event occurs
at each reset.)

The standard specifies an optional notification identifier parameter that identifies the alarm.
The correlated-notification parameter contains this parameter in future notifications. The
notification parameters are chosen to be unique across all notifications of a particular
managed object (system, element, or payload) throughout the time that correlation is
significant.

The standard specifies an optional correlated-notifications parameter that contains
subparameters to identify the set of notification identifiers and, if necessary, their associated
managed object instance names. This set is defined to be the set of all notifications with
which the alarm is correlated. The source object instance value is mandatory if the
correlated event report is from a managed object instance other than the one in which the
correlated-notification parameter appears. The correlation algorithm is accomplished by the
agent system and is not specified.

The standard specifies an optional generic state change parameter when there is a state
transition as specified in ISO/IEC IS 10164-2. This parameter has two subparameters:

decreasing direction. ISO/IEC IS 10165-2 specifies these threshold attributes and their
values. ISO/IEC CD 10164-11, clause 7, provides the generic threshold model
description.

30 Subparameter: A subparameter of a notification parameter is an included bit subfield
that is to be filled with an attribute value. The coding of the attribute value in the

subparameter is to follow the standardized ASN.1 transfer syntax as specified in the
ISO/IEC IS 10165-2.
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. The generic old state parameter has the value of the object state at the time the
alarm occurred.

. The generic new state parameter has the current value of the object state.

The standard specifies an optional monitored attributes parameter that identifies one or
more attributes of the managed object and their corresponding values at the time of the
alarm. The space station managed object identifiers may specify the set of attributes that are
of interest, if any. This allows timely reporting of changing conditions prevalent at the time
of the alarm.

The standard specifies an optional proposed repair action parameter that the managed
object (system, element, or payload) can suggest. This parameter is a set of an enumerations
of possibilities specified in the object class definition.

The standard specifies an optional additional text parameter that is a free form field text
description of the alarm and the problem reported. The standard does not specify the format
or the meaning of the data content in the problem text parameter.

The standard specifies an optional additional information parameter that allows the
inclusion of a set of additional information in the alarm notification. The problem data
parameter is a series of data structures that contain three items of information: an identifier,
a significance indicator, and the problem information. The identifier subparameter has the
value of a registered object identifier that defines the data type of the information
subparameter. The significance subparameter indicates whether the receiving system must
parse the contents of the information subparameter of the alarm report. The information
subparameter carries the information about the problem.

All of the standards optional and mandatory alarm notification parameters should be
considered in the DMS C&W STSV.

4.4.2 Notifications of the Alarm Function

The alarm notification is used to report the problems of a managed object. The alarms are
either the result of internal behaviour of the managed objects or the result of management
commands. The alarm notification of the alarm function has the parameters discussed in the
modeling section of the alarm notifications. The standard specifies the five alarm function
notification types as separate alarm reporting notifications. The five specified alarm
reporting notifications are as follows:
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* communicationAlarm
e  qualityOfServiceAlarm
] processingAlarm

U equipmentAlarm

. environmental Alarm

The ISO/IEC IS 10164-4, clause 11, maps the parameters of the notifications to the CMIS
parameters.

4.4.3 Attributes and Objects for Alarm Function Service Definitions

The attributes and objects for representing relationships will be provided by the detail design
of the DMS, ISE, and the Freedom's objects (systems, elements, and payloads). The DMS
C&W STSV should have notifications to meet the needs of the SSFP. DMS STSV should
provide the notification parameters and managed objects of the standardized alarm
notification function. Examples of how DMS could map these notification parameters,
attributes, and objects into communications services to be carried by CMIS are provided in
the ISO/IEC IS 10164-4. The designs of the ISE and DMS do not have to comply with
ISO/IEC IS 10164-4 but the capability of DMS STSV will require the functions of the
standard.

4.4.4 Attributes for the Alarm Function and Abstract Syntax Definitions

The attributes for the alarm function are defined and explained by the ISO/IEC IS 10164-4.
The ISO/IEC IS 10165-2, defines the abstract syntax for the alarm function attributes.

The ISO/IEC IS 10165-3 specifies the following attributes for representing relationships:

probableCause
specifiedProblems
perceivedSeverity
backUpStatus
backUpObjectinstance
tendIndication
thresholdInfo
notificationlD
correlatedNotifications
genericStateChange
monitored Attributes
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° proposedRepairActions
. problemText
. problemData

The ISO/IEC IS 10165-2 specifies the eventLogRecord and alarm record as supporting
object for the alarm function. The event log record is needed to support the logging of the
alarms. Section 4.7 of this document includes a description of the log control function.

4.5 Event Reporting Function

This section of the document describes the event reporting function that may be used by
application processes in the Space Station Freedom Program. The event reporting function
is proposed to meet the requirements of the SSFP Tier 1 to monitor and control the
transmission of event notifications from the managed object independent of the definition of
the managed object (system, element, or payload). The ISE as part of Tier 1 needs to have a
flexible event report control service that allows systems to select which event notifications
are to be sent to particular managing systems. (For example, FDIR events to ISE, to a
ground FDIR workstation, and/or to a ground system controller’s workstation.) Tier 1 needs
controls to specify the destinations to which the event notifications are to be sent. Tier 1
needs controls to suspend and resume the forwarding of or sending of the event notifications.
Tier 1 needs controls to modify the conditions used in reporting events. Tier 1 needs
controls to designate a back-up location to which event notifications can be sent if the
primary location is not available.

In addition, the processing of event notifications needs a flexible discriminator that filters
event notifications for specific actions. The Tier 1 components (and in particular ISE) need
controls to set and modify the selection of alarm notifications, especially the C&W alarm
notifications reported from DMS STSVs. The Tier 1 components need a discriminator that
compares the values of the C&W alarm notification parameters, and then, based on the
comparison, selects and commands a sequence of predetermined alarm actions. The Tier 1
components (and in particular ISE) need controls to set and modify the selection of FDIR
notifications that report significant failures. The Tier 1 components need a discriminator that
compares the values of the FDIR event notification parameter, and then, based on the
comparison, selects and commands a sequence of predetermined failure isolation and failure
recovery actions. The Tier 1 components (and in particular ISE) need controls to set and
modify the selection of station mode change notifications, object creation notifications,
object deletion notifications, object name change notifications, attribute value change
notifications, state change notifications, and relationship change notifications. The Tier 1
components need a discriminator that compares the values of these notifications, and then,
based on the comparison, selects and commands a sequence of predetermined ISE actions.
The ISE actions based on the information in the notifications would prepare for mode
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transitions, perform mode transitions, and maintain the station mode status. The ISE actions
would check station resource constraints and command constraints.

A standard event management function that provides these basic needs would form a part of
a systematic and flexible command structure. The following sections include descriptions of
the event management function standardized by ISO/IEC. This event management function
meets the needs of the Tier 1 components. Section 5 of this document includes findings,
recommendations, trades, and risks associated with this design of a standard event
management function.

4.5.1 The Model of the Event Reporting Function

Each Freedom object needs a DMS STSV for the control of event notifications. The objects,
systems, elements, and payloads, with their attributes and their event notifications, will send
messages to Tier 1 components. The objects, systems, elements, and payloads are to be
defined in accordance with appendix D, the Flight Software Data and Object Standard of the
DMS ACD, (NASA, 1991 [SSP 30261]). This data standard refers to an applicable
document the SMI (ISO, 1991 [10165]). SMI part 2 contains the ISO attributes and objects
used for managing event notifications as described in ISO/IEC 10164-5, Information
Processing Systems - Open System Interconnection - System Management - Part 5. Event
Reporting Function. The ISO/IEC IS 10164-5 standard provides a standard way of managing
event reports. The SMI standard (ISO, 1991 [10165]) defines syntax for the attributes,
objects, and the generic notification of the event reporting function. The ISO/IEC 10164-5
standard describes how the attributes and objects of the event management function work
together to control event notifications. The ISO/IEC standard 10164-5 provides detail on the
attributes and objects for the event reporting function, and it consistently defines terms that
comply with the Basic Reference Model (ISO, 1984 [7498-1]), the Open System
Management Framework (ISO, 1989 [7498-4]), the CMIS (ISO, 1989 [9595], the Open
System Management Overview (ISO, 1991 [10040]), and the other parts of ISO/IEC 10164.

The standard ISO/IEC 10164-5 specifies the event reporting function that serves as a generic
discriminator that filters event notification for use by management. The ISO/IEC 10164-5
standard defines a generic event notification management model. Figure 7 illustrates the OSI
event forwarding discriminator model. This model includes components for the reporting of
events to the SSCC and POIC and the on-board processing of potential event notifications.
The model also describes the message flow of event reporting function control messages
from the SSCC to the event reporting function discriminator. The model indicates that all
event notification onboard from the objects, systems, elements, and payloads are reported to
a service detecting and processing the event notifications. Conceptually these potential event
notifications are distributed to all event forwarding discriminators that are contained within
on-board DMS. The event forwarding discriminator determines which event notifications
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are to be reported to a particular destination during specified time periods. Each event
forwarding discriminator contains scheduling capability (or uses a scheduling function, see
section 4.10) to determine the interval during which event notifications will be selected for
forwarding. Each event forwarding discriminator contains a discriminator construct that
specifies the characteristics that a potential event notification must satisfy in order to be
forwarded or processed. Event notifications that pass the discriminator are sent to the
destination as soon as possible.

™\

Potential \
N event
otifications repors
Managed Event Detection po EFD Event reported
Objects and .
Processing Log record entries
L]
Local event notifications Responses
Controls
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EFD = Event Forwarding Discriminator
Note: Local event selection and processin
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Figure 7. The Event Report Management Model
The ISO/IEC 10164-5 standard specifies the following event reporting function services.

. Initiation of event forwarding

Termination of event forwarding
Suspension of event forwarding
Resumption of event forwarding
Modification of event forwarding conditions
Retrieval of event forwarding conditions

The standard specifies that event notifications may be reported to the managing system, (like
the SSCC or ISE) or a third system (like the POIC). The event reporting managing function
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provides the capability for establishing a long-term event reporting relationship between the
managed system and managing systems. While the event forwarding discriminator is in the
administrative unlocked state, the reporting system forwards the event notifications to the
specified notification.

The specified event reporting function is so general that it applies equally to the transfer of a
logging notification and the transfer of summarization notifications (TOLs). The ISO/IEC
CD standard 10164-13 specifies summary notifications (TOLSs) that are also controlled by
the event reporting function. The ISO/IEC standard 10164-6 specifies the logging function.
The logging function notifications are also controlled by the event reporting function. Thus
the services of initiation, termination, suspension, resumption, modification of conditions,
and the retrieval of conditions apply to logging and summarization notifications.

The standard specifies a basic superclass object to define the discriminator behaviour. The
discriminator may be defined into subclasses to specify management support object classes
that allow the control of various system management functions. The discriminator provides
for the specification of conditions that must be satisfied prior to allowing the associated
discriminator input to be processed. Some of the conditions are common to all subclasses of
the management service control discriminator, others are unique to the specific discriminator
subclass.

The conditions specified by the management service control discriminator are:

. the identification of a scheduling package3l that determines when event forwarding
will occur

o the criteria for discrimination

. the administrative, usage and operational state of the discriminator

o those conditions specified as specific to a particular discriminator object subclass.

The ISO/IEC 10164-5 standard describes the management of discriminator objects as the
generic process that exercises control over the management operations and notification of
any other managed system. Discriminators can be created, deleted, read, and modified by
communicating with the discriminator objects. In addition, the activity of the discriminators
can be suspended and resumed by means of manipulating their administrative state.

31 Package: An OSI package is a set of optional behaviours with associated attributes that
are imported into the managed object at the time the managed object was created or
initialized. A conditional package is one of a set of packages that is selected based upon
conditional attributes supplied at the time the managed object was created or initialized.

78



Thus, the standard specifies that discriminator objects can control practically any other object
in a managed system. If, for example, the discriminator is used as the means of controlling
the command constraint list, then the override commanding of the access control object
implementing the command constraint is accomplished with a discriminator suspend or
terminate service.

The ISO/IEC 10164-5 standard specifies that each discriminator has administrative,
operational, and usage states. The administrative, operational, and usage state, and
availability status defined for the discriminator are subsets of the corresponding attributes
defined in ISO/IEC 10164-2 (see section 4.2).

The operation states specified for the discriminator are enabled and disabled. The
discriminator process inputs when enabled and the availability status is not "off-duty." The
discriminator process does not process input when disabled.

The standard specifies the locked and unlocked attribute values of the administrative state for
the discriminator. The operation of the discriminator in the administrative state depends
upon standardized subclasses of discriminators. The managing system (a Tier 1 component)
may lock or unlock the discriminator. When the administrative state of the discriminator
changes, the discriminator generates a notification. When the state is changed from unlocked
to locked, the discriminator first processes the notification and then makes the change.

When the discriminator is changed from locked to unlocked, the discriminator first makes
the state change and then processes the notification without disrupting the reporting of a
current potential event notification.

The standard-specified discriminator generates a deletion notification indicating deletion
prior to executing a deletion command.

The standard specifies that the time when the discriminator is available (i.e.,"on-duty"”) can
be changed. The standard also specifies that the conditions the discriminator evaluates can
be changed. These changes are defined to occur in a way so as to not affect the processing of
the discriminator inputs being processed.

The standard specifies the operation of discriminators by the use of a discriminator construct
that is a filtering mechanism. The discriminator construct acts on the attributes of the
discriminator inputs. A discriminator construct is a set of one or more assertions about the
presence or values of attributes. If the discriminator construct involves more than one
assertion, then the assertions are grouped together using a logical operator.

The standard specifies the following test:
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Equality

Inequality

Presence of attributes

Negation of equality, inequality, or presence of attributes
Multiple constructs using the operators:

- AND

- OR

The standard specifies the behaviour of the discriminator object. If an asserted attribute is
absent, then the discriminator evaluates as FALSE. If the discriminator construct is empty
and all other conditions (such as time) are satisfied, then the discriminator evaluates as
TRUE. If the discriminator construct evaluates to TRUE, the discriminator is in the object
unlocked and object enabled states, and the availability status in not "off-duty", then the
discriminator input passes the discriminator and will be processed further (the additional
behaviour depends upon the behaviour specified by the definition of the discriminator
subclass). If the discriminator is in the locked state or has the off-duty availability status,
then the discriminator inputs will not be processed by that discriminator.

The standard specifies the following mandatory attributes for the discriminator superclass.

. The discriminator ID identifies the instance of the discriminator object.

. The discriminator construct specifies tests on the information to be processed by
the discriminator.

. The administrative state attribute indicates the object unlocked and object locked
states.

. The operational state attribute indicates the object enabled and object disabled
states.

. The availability state attribute indicates the off-duty condition.

e  The mode attribute indicates the specification of any required mode for reporting
events. (For example, some event reports may not be confirmed for a station
mode.)

The standard specifies discriminator scheduling packages, one of which may be included
within the discriminator when it is created. The scheduling packages are used to
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automatically switch between their reporting periods. To accommodate various levels of
complexity in scheduling of event reporting activity periods, three conditional schedulings
are defined for the event forwarding discriminator. One conditional package provides for
schedule reporting within a 24 hour period, the second provides for schedule reporting
within a period of a week, and the third provides capability for pointing and using a
scheduler that is external to the discriminator object. The standard specifies the attributes of
the daily and weekly scheduling packages. The attributes of the packages are IntvisOfDay,
StartTime, StopTime, WeekMask (consisting of DayOfWeek and IntvisOfDay), and the
SchedulerName.

The standard specifies the mandatory attributes of the event forwarding portion of the
discriminator:

. The destination address attribute specifies a primary single or a group address.

° The backup address attribute specifies an order list of secondary single or group
addresses.

. The active address attribute specifies the current active address to which the inputs
to the discriminator are being reported.

. The allomorphic list attribute32 specifies an order list of object classes that will be
associated with an event report to be transmitted.

4.5.2 Notifications of the Event Reporting Function

The event reporting function uses event notifications to report changes in the event reporting
function. The standard specifies four event reporting function notifications. The four used
event reporting notifications are as specified by ISO/IEC 10164-1, Object Management
Function:

. State change notification
o Attribute value change notification
° Object creation notification

32 Allomorphism: Allomorphism is the ability of a managed object that is an instance of a
given class of managed object to be managed by one or more other managed object
classes. An ordered allomorphic list is a sequence of associated objects related by
modifications in behaviour. For example, a revised managed object that operates as the
unrevised managed object is allomorphric.
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. Object deletion notification

The ISO/IEC IS 10164-1, clause 11, provides the mapping of the parameters of the
notifications to the CMIS parameters.

4.5.3 Attributes and Objects for Event Reporting Function Service Definitions

The atuributes and objects for representing the event reporting function will be provided by
the detail design of the DMS, ISE and the Freedom’s objects, systems, elements, and
payloads. The DMS STSV should have an event reporting function to meet the needs of the
SSFP. DMS STSV should provide the objects and attributes of the standardized event
reporting function. Examples of how DMS could provide the event reporting functions are
provided in the ISO/IEC IS 10164-5. The designs of the ISE and DMS do not have to
comply with ISO/IEC IS 10164-5 but the capability of DMS will require the functions of the
standard.

The event forwarding discriminator provides the services of creating a discriminator,
deletion of a discriminator, modifications of discriminator attributes, suspension of the
activity of the discriminator, and resumption of the discriminator activity.

The attributes for the event reporting function defined and explained by the ISO/IEC IS
10164-5. The ISO/IEC IS 10165-2, defines the abstract syntax for the event reporting
function attributes.

The ISO/IEC IS 10165-5 specifies the following attributes for the event reporting function:

discriminatorID
discriminatorConstruct
allomorphicList
availabilityStatus
destinationAddress
backupAddress
administrativeState
operationalState
StopTime
StartTime

. objectClass

. mode (event modes)
. DaysOfWeek
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The ISO/IEC IS 10165-5 specifies the eventReportRecord and
eventForwardingDiscriminator as supporting objects for the event reporting function. The
event report record is needed to support the logging of the events reports processed and sent
by the event forwarding discriminator object. Section 4.6 of this document describes the log
control function.

4.5.4 Event Function Protocol and Abstract Syntax Definitions

The ISO/IEC 10165-2 specification defines the ASN.1 value notations for all the objects and
attributes needed by the event reporting function.

4.6 Objects and Attributes for Access Control Management

This section of the document describes the objects and attributes for access control33 that
may be used by application processes in the Space Station Freedom Program. The objects
and attributes for access control management are proposed to meet the requirements of the
SSFP Tier 1 to monitor and control command constraints and other management operations
such as controlling who should receive FDIR alarm reports and controlling security access to
payload data. The ISE as part of Tier 1 needs flexible assess control service that allows Tier
1 to monitor and control access to command constraints, notification reporting address, log
records, and the media data34 of access control. The SSFP Tier 1 also needs the ability to
have a consistent set of definitions and actions related to management of the access control
commands that Freedom'’s systems, elements, and payloads receive. In cooperation with the
Freedom object management function (see section 4. 1) and state management function (see
section 4.2) and the service control functions, Tier 1 needs the ability to manage the access
controls.

Each Freedom object needs a DMS STSV for access control. The objects, systems,
elements, and payloads with their attributes and their event notifications require that
unauthorized access to the applications and management information be prevented by the use

33 Access control: Access control is defined by ISO-7498-2 as the prevention of
unauthorized use of a resource, including the prevention of use of a resource in an
unauthorized manner.

34 Media data: In this document, media data is data about data. Media access control data
is the attribute values of attributes associated with access control object, e.g., security
policy rules, authorized list of controllers and commanders, list of actions related to
transitioning between station modes, etc.
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of one or more access control mechanisms. Control of access to station information is
required (or needed) in each of the following cases:

e To prevent unauthorized establishment of associations

e  To protect station information from unauthorized creation, deletion, modification or
disclosure by means of a commanded operation

¢  To prevent unauthorized initiators from using command and control operations;
(i.e., to ensure that only the necessary privileges are obtained during the application
association)

. To prevent management information from being transmitted to unauthorized
recipients by means of confirmed and non-confirmed event notifications.

The various levels of access control may be required. For example, different command
constraints would be applicable to different station modes. For command and control, access
restrictions must cater to the managed objects, systems, elements, and payloads; individual
attributes of managed objects, systems, elements, and payloads; individual actions of objects,
systems, elements, and payloads; and individual values of individual attributes.

Access control of Tier 1 commands require the ability to cater to any and all of the security
policies35, security service, and mechanism applicable to access control. And in order to
facilitate and access the control information for Tier 1, it is desirable that access control
information be modeled as managed objects so that all the other object oriented services can
be applied to the access control objects.

Thus, Tier 1 needs a flexible access control service that allows selection of access control
information30. Tier 1 needs the ability to modify the criteria used in allowing access control
to any protected cntity37. Tier 1 needs the ability to determine whether the access controls

35 Security policy: Security policy is defined in ISO 7498-2 as the set of criteria for the
provisions of security services.

36  Access control information: Access control information (ACI) is any information that is
used for access control purposes.

37 Protected entity: A protected entity is a set of one or more items that are protected by the
same access restrictions. An item may be a software application process, a set of
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were modified. Tier 1 needs a mechanism to control the time during which access occurs,
(for example, suspending specific access during selected station modes). Tier 1 needs the
ability to retrieve and delete selected access control policics38. And Tier 1 needs the ability
to initialize and enable access control object (create) and shutdown, terminate, and make
dormant (delete) access control objects.

Standard access control objects and attributes that provide these basic needs would form a
part of a systematic and flexible command structure. The following sections include
descriptions of the objects and attributes for access control proposed for standardization by
the committee draft, ISO/IEC 10164-9. These objects and attributes for access control meets
the needs of the Tier 1 components. Section 5 of this document includes trades, issues, and
risks associated with supplying a DMS STSV with this design of objects and attributes for
access control.

4.6.1 The Model of the Objects and Attributes for Access Control

The objects, systems, elements, and payloads are to be defined in accordance with appendix
D, the Flight Software Data and Object Standard of the DMS ACD, (NASA, 1991
[SSP30261]). This data standard refers to an applicable document, the SMI, ISO/IEC 10165.
SMI part 2 will contain the ISO attributes and objects used for managing access control
when ISO/IEC 10164-9, Information Processing Systems - Open System Interconnection -
System Management - Part 9: Objects and Attributes for Access Control, becomes an
international standard. The model of the access control objects has become very stable, only
the number and types of access control attributes are changing. The basic attributes are
unlikely to change, and besides only basic attributes are needed for Freedom access controls.
Currently the committee draft, ISO/IEC CD 10164-9, defines syntax for the attributes,

attributes controlled by an application process, or a set of values of a single attribute
controlled by an application process.

38 Access control policy: An access control policy is an aspect of the security policy that is
specific to access control. For Tier 1, an access control policy specifies the condition in
which security services and mechanisms are used to control access to station information.
A SSFP access control policy is a coherent set of rules imposed within the Security
domain of the station by the station security authority. A managed object may be in
multiple security domains if some aspects of the managed object are under the
jurisdiction of different security polices. When a managed object exists in multiple
security domains, the enforced access control policy is the one that corresponds to the
policy in which the access request originated. By definition, therefore, the initiator and
target in any management exchange are governed by the same access control policy.
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objects and the generic notification of the objects and attributes for access control. The
ISO/IEC 10164-9 committee draft describes how the discriminator construct of the event
management function work together to provide the objects and attributes for access control.
The ISO/IEC committee draft 10164-9 also consistently defines terms that comply with the
Basic Reference Model (ISO, 1984 [7498-1]), the Open System Management Framework
(ISO, 1989 [7498-4]), the CMIS (ISO, 1990 [9595]), the Open System Management
Overview (ISO, 1991 [10040]), and the other parts of ISO/IEC 10164,

The committee draft ISO/IEC 10164-9 specifies the objects and attributes for access control
services for two generic functions: the first function is an access enforcement function
(AEF), and the second is an access control decision function (ADF). Fi gure 8 illustrates the
basic access control model. This generic model is based upon the access control model
defined in ISO/IEC 10181-3. Authentication of the Tier 1 components is not a part of access
control and is outside the scope of 10164-9, but the access control procedures defined in the
committee draft assume the use of authentication procedures at the appropriate time.

The committee draft specifies that the information used for access control decision is called
access control information (ACI). The committee draft specifies five descriptive terms to
explain the uses of the ACI. The draft also specifies three access control policy conditions
and three classifications of access control rules. Figure 8 illustrates the five uses of ACL
The five descriptive terms are:

. The contextual information is ACI associated with context (e.g., time of day,
resource constraints, station mode constraints)

*  The InitiatorADD is ACI provided by or associated with the initiator39(the crew
[e.g., commander], SSCC [e.g., a workstation function or ground controller] or
POIC [e.g., a payload controller or principle investigator] of a request. This
information may be conveyed in the access control parameter of the CMIS user
information during association establishment, in the access control parameter of the
CMIS user information during management operations, or may be preassigned by

3 Initiator: An initiator is the entity that makes the management request for action or
information.

86

-2



the security domain authority. One form of the initiatorADD is the access control
certificate?0 (ACC).

e  The DataADD is ACI associated with the attributes of managed objects.

. The RetainedACI is ACI associated with an initiator. It is retained by the ADF.
RetainedACI is used by the ADF to evaluate access privileges whenever a
management operation does not contain an ACC.

o The PolicyACI is ACI representing the access control policy and relationships in
effect within the security domain. PolicyACI is subdivided into two categories:

- the ACI identifying the protection access control rules
- the ACI associated with particular targets41. (This information is represented

by managed objects. Target objects may contain permitted or inhibited
operations lists that are sets of commands.)

40 Access control certificate (ACC): An access control certificate (ACC) is ACI used to
specify the access control parameter used with CMIS. The specification of an access
control policy may include the definitions of this ACI. For example, ACC may contain:

. the identity of the security domain (e.g, the station, a bank) and the security domain
authority (e.g., the SSCC, a bank office)

. the ACI required by access control policy. This information may be one or more of
the initiator capabilities (e.g., a system controller, a checking account customer who
can deposit and withdraw cash), initiator name (e.g., current commander's name,
the personal identification number) or security labels (e.g., crew member
certification, ordinary or gold card user).

. the time the ACI becomes valid

. the time the ACI was created

. the integrity check information (e.g., what command constraints are or are not

allowed, how big a transaction is allowed)

41 Target: A target is the entity to which the access request is addressed. (For example,
targets are the objects, systems, elements, and payloads that are commanded).
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Figure 8. The Generic Access Control Model

The three access control policies represented by the Policy ACI are:

. Access control lists42
e Capabilities43

o Security labeling44

42 Access control list: Access control lists are defined by ISO/IEC 10181-3 as a mechanism
that is used by an identity-based access control policy to specify lists of initiators who

may or may not have access.

43 Capability: Access control capability in terms of the access control framework is defined
by ISO/IEC 10181-3 as a mechanism used by a capability-based access control policy to

specify lists of capabilities that may or may not have access.

44 Security label: A security label in terms of the access control framework is defined by
ISO/IEC 10181-3 as a mechanism used by a label-based access control policy to specify

lists of security clearances that may or may not have access.
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The three classifications of access control rules represented by the Policy ACI are:

° Global rules grant or deny access in preference to all other access control rules
. Item rules grant or deny access if no default rule applies
. Default rules grant or deny access if no other rule applies

The model to control access of a management association has the following behaviour in the
AEF and ADF (see figure 9).

o First the AEF detects the access control parameter of the CMIS and sends the
contained InitiatorADD to the ADF. Then AEF receives the access decision from
the ADF and sends the association response related to the access decision and an
association response policy.

System A System -
ACI ACI
ADF ADF

EFD = Event Forwarding Discriminator

AEF = Access Control Enforcement Function
ADF = Access Control Decision Function
ACI = Access Control Information

AE = Assoication Element

Figure 9. Access Control During Association Establishment
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. The ADF evaluates the initiatorADD according to the Policy ACI, to establish if an
association is allowed. The ADF sends the association access decision to the AEF.

The model to control access of a management operations has the following behaviour in the
AEF and ADF (see figure 10).

4 First the AEF detects the access control parameter of each of the CMIS
management request (Tier 1 commands) and sends the contained InitiatorADD to
the ADE. Then AEF receives the access decision from the ADF and either sends
access denial responses to Tier 1, or passes the commands to the managed object
(system, element, or payload).

. Authorized
Tier 1 Operation ACCESS CONTROL | operation Managed
Compontent ENFORCEMENT Object
' FUNCTION P

(AEF)

Action i Decision
ACCESS CONTROL
DECISION FUNCTION |€—| aci
(ADF)
Retained AC!

(ACI = Access Control Information )

Figure 10. Access Control During Management Operations

e  The ADF evaluates the initiatorADD according to the PolicyACI, Target ACI,
RetainedACI, DataADD, and contextual information. The ADF sends the
management request (Tier 1 commands) access decision to the AEF.

The committee draft specifies a model for notification access policy. This model places the

access controls on the reporting of the notification. The ADF uses notification access policy
information to control the dissemination of management notifications (see figure 11).
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Figure 11 Management Notifications with Applied Access Controls

The committee draft specifies the following three managed objects for access control:

° Access control policy
. Targets
. Authorized initiators

The access control policy managed object has the following characteristics:

. It has attributes which define the access control policy rules for association,
managed operations, and notifications.

. It has an attribute to identify the security domain.
. It has an attribute to identify the security domain authority.

. It has attributes to provide the validity information, for example, the period in
which access is valid.

. It has attributes to provide the object protection information.

. It contains both the targets and authorized initiator managed objects.

91



The targets managed object has the following characteristics:

It has attributes to select sets of managed objects by name or filtering.

It has attributes that identify the operations performed on those sets of managed
objects.

It has attributes that lists the authorized initiators that use the identified operations.

The authorized initiator managed object has the following characteristics:

It has attributes to list the capabilities of initiators.
It has attributes to detect and match to a security label of the initiators.
It has attributes to identify features of the initiators.

The committee draft specifies the following access control attributes:

The access control list attribute is used to identify a list of initiators.

The access control policy object name attribute identifies the name of the access
control policy managed object.

The association access policy attribute specifies a set of association access control
rules.

The authentication information attribute specifies the authentication requirements
applied to association initiators.

The authorized initiator object name attribute identifies the name of the initiator
managed object.

The capability attribute specifies the capability of initiators.

The cryptographic algorithm attribute defines the algorithm used to encode the
access control information in a certificate.

The cryptographic checksum attribute has the value of a checksum of all the
information in an access control certificate.
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The initiator list attribute lists the authorized initiator managed objects.

The notification access policy attribute specifies the access control policy rules to
be applied by the notification access control mechanism.

The object access policy atiribute specifies the access policy rules applied to
managed objects.

The object list specifies the set of managed objects specified by the selected object
attribute.

The operation attribute specifies the set operations that may be performed by the
authorized initiator on a set of managed objects. (For example, a set of commands
that can be enabled or inhibited on a managed object [system, element, or
payload].)

The security domain attribute names the security domain and identifies the
security domain authority. It may also contain the signature43 of the security
domain authority to provide assurance that the integrity of this information has not
been compromised.

The security label attribute specifies the security label applied to elements of
management information.

The selected objects attribute specifies the selection of managed objects to which
the access controls are applied.

The target list attribute specifies a list of target managed objects.
The targets object name identifies the target managed object.

The time of creation attribute specifies the time the access control information was
created.

45

Signature: A signature is defined by ISO 7498-2 as data appended to, or a cryptographic
transformation of a data unit that allows a recipient of the data unit to prove the source
and integrity of the data unit and protects against forgery, for example, by the recipient.
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. The valid from attribute specifies the time at which the access control information
becomes valid.

e  The valid until attribute specifies the time at which the access control information
no longer applies.

4.6.2 Notifications of the Objects and Attributes for Access Control

The objects and attributes for access control uses event notifications to report changes in the
objects and attributes for access control. The committee draft specifies six access control
notifications. The first three used notifications are as specified by ISO/IEC 10164-1, Object
Management Function. The last three are specified by the ISO/IEC 10164-7, Security Alarm
Reporting Function.

Attribute value change notification
Create notification

Delete notification

Security service or mechanism violation
Operational violation

° Time domain violation

The ISO/IEC IS 10164-1, clause 11, and ISO/IEC 10164-7, clause 11, provide the mapping
of the parameters of the notifications to the CMIS parameters.

4.6.3 Attributes and Objects for Objects and Attributes for Access Control Service
Definitions

The attributes and objects for representing the objects and attributes for access control will
be provided by the detail design of the DMS, ISE and the Freedom’s objects, systems,
elements, and payloads. The DMS STSV should have an objects and attributes for access
control to meet the needs of the SSFP. DMS STSV should provide the objects and attribute
of the standardized objects and attributes for access control. Examples of how DMS could
provide the objects and attributes for access controls are provided in the ISO/IEC CD 10164-
9 and ISO/IEC IS 10164-7. The designs of the ISE and DMS do not have to comply with
ISO/IEC CD 10164-9 or ISO/IEC IS 10164-7 but the capability of DMS will require the
functions of the standard.

94



The attributes for the objects and attributes for access control are defined and explained by
the ISO/IEC CD 10164-9. The ISO/IEC CD 10165-9 specifies the following attributes for
the access control:

AccessControlList
AccessControlPolicyObjectName
AssociationAccessPolicy
AuthenticationInformation
AuthorizedInitiatorObjectName
Capability
CryptographicAlgorithm
CryptographicChecksum
InitiatorList
NotificationAccessPolicy
ObjectAccessPolicy
ObjectList

Operation

. SecurityDomain
SecurityLabel
SelectedObjects
TargetList
TargetsObjectName
TimeOfCreation
ValidFrom

. ValidUntil

The ISO/IEC 10164-9 committee draft does NOT specify service for manipulation of the
access control managed object class.

4.6.4 Protocol and Abstract Syntax Definitions of Objects and Attributes for Access
Control

The ISO/IEC 10165-9 committee draft defines the ASN.1 value notations for all the objects

and attributes needed by the objects and attributes for access control. These abstract syntax

definitions will move to ISO/IEC 10165-2 when ISO/IEC 10164-9 becomes an international
standard.
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SECTION §

FINDINGS, RECOMMENDATIONS, TRADE-OFFS, AND RISKS

This document has researched and summarized the current documented requirements for the
ISE. A strawman architecture for ISE was then developed to investigate the concept of
using the ISO open system management standards in the design of the ISE and to determine
the effect on the necessary support functions provided by the DMS. This section of the
document presents a summary of the findings and recommendations concerning the ISE
requirements. It then provides a discussion of the trade-offs associated with establishing
implementor agreements for the adoption of ISO/IEC ISO management standards related to
the ten support functions discussed in section 4 of this document. Included in this discussion
is MITRE's assessment of the risk in adopting each of the ten management standards for
guiding the design of the ISE and DMS.

5.1 Findings and Recommendations Concerning the ISE Requirements

As stated in sections 2, 3 and 4 of this document, the ISE requirements are in need of
clarification and expansion into detail specifications. The following paragraphs include
MITRE’s findings concerning the areas that need improvement.

5.1.1 Findings

Overall assessment -- Current documentation for the ISE in combination with DMS services
indicates that NASA will eventually be provided a design that meets most of the intent of the
OSI standards. The design shows considerable software modularity, the use of application
standard services, and the definition of standard application object classes which may help in
overall reduction of the life-cycle costs for the program. There are however, significant
differences and departures from the OSI standards that, if left unchanged, will not be
compatible with future OSI compliant commercial-off-the-shelf (COTS) software products.

On-board Integration by ISE -- The integration on-board that ISE can perform is minimal
(no/limited resource monitoring, no on-board models, predefined command sequences).

o As currently defined by the program, the station and system mode definitions are
often overlapping in scope and inconsistent in content. Just as significant, the
operational concept for modes is not clearly delineated among the developers, so
NASA’s intent is not showing up in the system and subsystem designs. The mode
concept, which could be a strong aid to integrated operations and safety, is in
danger of disappearing as a requirement due to the lack of NASA direction.

97

PAGE INTENTIONALLK BLANA
PREGFDING PAQE BLANK NOT Fii.MED



In all documentation reviewed, there was no clear delineation of management
requirements among the ISE, DMS, Crew, and SSCC. While it was clear how the
management would be conducted, who had the authority and responsibility for
operations management of on-board systems, elements, and payloads was not
explicit. For example, it is not clear who controls and manages logging,
journalizing, scan list, and TOL selection.

There was not a consistent set of requirements concerning the management of
station resources. Some documents require resource management, while recent
"verbal reports" indicate resources are not monitored onboard. No models of
systems are used onboard, so how resource constraints would affect behaviour of
the station is unknown to the on-board systems.

Not all commands go to the ISE, so the ISE will have a difficult job of integrating
the on-board systems. The ISE is limited to executing predefined sequences, for
only a limited number of detected on-board configurations.

There was not a clear definition of the integrating operating requirements as a
function of mission build assembly sequence.

The concept of ISE performing configuration management for the station has been
dropped or significantly reduced from the Level A to WP-2 documentation. NASA
needs to clearly define its requirements in this area.

ISE performance requirements -- In all current documentation for ISE there is a
significant lack of information regarding NASA’s requirements on ISE performance. ISE,
as with the rest of the station’s application software, will function in an open system of
distributed processors supporting multiple users and tasks. Itis poor engineering practice to
leave important numbers (such as minimum timing response required for finding, and
loading command sequences not in active memory) undefined and not testable.

ISE as a managing entity--The management responsibilities of ISE as an executive are
confused by the role of managing the TOLs and the secondary power system.

There is no value added by ISE when controlling TOLs. TOLSs are just another set
of objects to manage (part of system control).
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° There is no value added by ISE when controlling or monitoring secondary power
(part of system control).

ISE functions as notification discriminator and a Command Sequencer--The primary
functions of ISE are to perform as an integrator of station commands for the SSCC and the
POIC. To perform this function, the ISE needs basic function capabilities that are not
included in the requirement documents. As was discussed in section 3, these capabilities
could be used by many station applications, and as such, they should be commonly available
through DMS application services. The basic functions are listed as follows:

. ISE requires a scheduler and Command Sequencer.

. ISE requires a notification discriminator.

. ISE requires a command discriminator that can issue commands or augmented
notifications.

The sequencing of commands is covered through requirements placed on executing the
OSTP. However, the execution of the OSTP is based on a capability to execute a user’s
language. The execution of a user’s language is not necessary for the execution of a
sequence of stored commands. Requirements should be written to include instances of
simple sequencers that send stored commands on a schedule. The requirement needs to
indicate that the ISE, SSCC, and the POIC need this capability.

The discrimination of notifications and issuing of commands or augmented notifications is a
primary of the function of the ISE. It must be able to compare C&W notifications and FDIR
notifications to stored patterns and then start the predefined scheduler and Command
Sequencer. The requirements need to indicate how the SSCC and the POIC could manage
the discriminator(s).

In addition, while the requirements for failure d